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HANDS-ON WALKTHROUGH - SPLUNK S2S§

Is every receiver accepting, and is my forwarding tier
keeping up?

One tenant watches the Splunk-to-Splunk receiving side of a deployment — the indexers, the intermediate

forwarders and the pools they form — from the telemetry Splunk already writes: nothing to install, nothing new
to ingest.



THE PROBLEM

Forwarding fails in the middle — and the senders only see a stall

A receiver that stops listening, an intermediate that pauses its output, a queue that backs up: the forwarders retry, data waits on disk, nobody sees which tier is
the cause.

( ) 4 N e N
Receivers that refuse Back pressure An intermediate tier in trouble
Listening ports stopped on blocked queues, a A queue of the pipeline saturated: which stage Output paused, every sender behind it held; a single
member silent while its pool reports, a pool short of cannot keep up, and whether the cause is destination where it usually load balances.
members. downstream, local or a surge.
o J \L J L J
e N

What a Splunk S2S tenant does

A dedicated tenant type for the 525 receiving side of one Splunk deployment. TrackMe reads what Splunk already writes — the receivers' and intermediates' connection lines, queues and output, their
splunkd.log and health report — with bounded searches every five minutes, and raises findings from twenty-two built-in policies on receivers, intermediates, pools and destinations. It only reads:
nothing is installed or changed, no forwarder is ever called.
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THE MODEL

Roles from signatures, pools from your clusters, judged every five minutes

>
‘ Source

metrics.log, splunkd.log, health
report and _introspection — on
this search tier or through a
remote account.

-
‘ Discover

Roles from signatures; indexer
clusters (one pool per site) and
intermediate families become
pools; yours by pattern, output
group or hand.

p
‘ Measure

Every 5 minutes: inbound,
senders, posture, queues and
the bottleneck, output, churn,
CPU and memory.

-
‘ Decide

22 built-in policies on receivers,
intermediates, pools and
destinations, plus custom SPL

>| policies.

p
‘ Act

Finding groups, notifications,
findings actions, the Al Agent,
Topology Studio.

Back pressure traced to its origin

A queue that fills, then the queues before it, until the receiver pauses its senders or stops listening: TrackMe reads every queue of the path and names the bottleneck — the stage after the furthest-
downstream saturated queue — and, on an intermediate, the origin: downstream, local or an upstream surge.

Planned work is not an incident: while an indexer cluster is in maintenance mode or a rolling restart, its pool's findings wait.
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THE PLAN

What we are going to do — one tenant, four parts

PART 1

Setup

® The Splunk S2S card

@ Discovery and the manager
account

Pools: automatic, then yours

PART 2

Pools, hosts & data
path

The Pools tab and Blocked now

Distribution and pipeline

® The data path

PART 3

Findings

A heavy forwarder stops

How it is evaluated

® The Al Agent

PART 4

Operate

The policy catalogue

o Traffic ML models

o Collection health

Every screen is the product as shipped, on a lab of twenty universal forwarders, four heavy forwarders and four indexers.
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PART 1 - SETUP

One source, pools found for you, one to make your
own

The Splunk S2S card, the discovery of the receivers and the indexer cluster, the manager account, the automatic
pools and the heavy forwarder tier configured.
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PART 1 - SETUP

A dedicated tenant — pick Splunk S2S

Create a TrackMe Virtual Tenant

Choose what your new Virtual Tenant monitors. A Splunk data monitoring component tracks entities inside a tenant; a dedicated workspace is a tenant of its own, with findings, Finding groups, notifications and an Al

Agent. You configure the details in the following steps.

SPLUNK DATA MONITORING . SPLUNK DATA MONITORING . SPLUNK DATA MONITORING . SPLUNK DATA MONITORING .
Splunk Feeds Tracking Splunk Volume (Outliers) Splunk Fields Quality Monitoring Splunk Workload
Monitor and track Splunk data feeds Licensed volume drops and spikes per Assess and monitor data quality at scale Track and manage scheduled report
index activities
@® What it does ® What it does
© What it does ® What it does
KN [ seet | =N
SPLUNK DATA MONITORING . DEDICATED WORKSPACE . DEDICATED WORKSPACE @ DEDICATED WORKSPACE @1
Splunk Flex Objects Tracking User Activity Monitoring Cribl Stream Cribl Edge

Track entities from your “magic searches”

Investigate Splunk user activity and policy
findings

Monitor the health and traffic of your Cribl
Stream workspace

(@ What it does
® What it does. @® What it does
DEDICATED WORKSPACE . DEDICATED WORKSPACE . DEDICATED WORKSPACE .
Splunk HEC Splunk S2S Splunk UF Fleet

Monitor your Splunk HTTP Event Collector
endpoints and pools

(@ What it does

Watch your intermediate forwarders and
indexers, pool by pool

(@® What it does

The Splunk S2S card

Watch your intermediate forwarders and indexers, pool by pool.

What it does

Know which forwarding agents are
connected, at any fleet size

(® What it does

Monitor your Cribl Edge Fleets and Edge
Nodes at any scale

® What it does

The forwarding path, with the intermediate forwarders and the indexers watched.

TrackMe for Splunk - Hands-on:

Splunk S2S

*‘ Splunk S2S

) Watch your intermediate forwarders and indexers, pool by pool

Deployment Server

apps, phonehomes

Dedicated workspace X

@ watched by Splunk S2S

v
[ ]
Forwarding agents S2s Intermediate forwarders Indexers
universal forwarders heavy forwarders, pools receivers, indexer clusters
r A £ N
Pools No extra ingestion

Receivers, intermediate forwarders and indexer
clusters found for you and grouped in pools.

Four steps

Basics, Source & scope, Indexes & RBAC, Review.

Licence

Blocked outputs and full queues traced back to
their origin; silent members named.

From Splunk's own telemetry.

Enterprise, Unlimited, the Unlimited trial or Developer; not Foundation.
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PART 1 - SETUP

The discovery finds the indexer cluster — a pool per site, without

configuration

Create a new TrackMe Virtual Tenant: Splunk S2S

© ©

Basics Source & scope

TrackMe reads the telemetry Splunk already writes, on this search tier or on another deployment through a remote account.

Source

[ local (this search tier) v

local: this search tier. A remote account: the deployment it reaches (its search tier must see the receivers' internal
indexes).

> Advanced options

©) ®
Indexes & RBAC Review

RECEIVERS AND CLUSTERS

4 receivers and 4 intermediate forwarders over the last 24 hours, telemetry read from _metrics mirror.

INDEXER CLUSTERS - 1

idxc1 ( @ Healthy

4 peers - manager https://prd5-cl-cm-cm1:8089 - 10.6.11
site2: prd5-cl-idx-dc2-idx2, prd5-cl-idx-dc2-idx1 - sitel: prd5-cl-idx-dcl1-idx2, prd5-cl-idx-dci-idx1

l @ prd5_cm reads this cluster's manager as svc-trackme: 3 of 3 clustering reads answer.
AUTOMATIC POOLS - 1

assignment.

Pool Members

hec-nool-hf hec-noaol-hfl hec-nonl-hf2 hec-nool-hf3 hec-nool-hfd

TrackMe for Splunk - Hands-on: Splunk S2S

Q Discover again

Manager account (optional)

[ prd5_cm v

Checked as soon as you choose it.

@ Reads the manager - 3 of 3 Q Check again

® Why a manager account?

Cluster pools follow discovered sites; unclaimed intermediate forwarders form pools by host-name family. Configure a pool to rename it below. Create additional pools below and click a host’s pool to change its

Source

This search tier, or another deployment through a remote account.

Receivers and clusters

4 receivers and 4 intermediate forwarders over the last 24 hours.

Indexer cluster idxc1

Healthy, four peers on two sites: one receiver pool per site, its size
from the cluster.

Manager account (optional)

Checked as soon as it is chosen: reads the manager, 3 of 3.

Least privilege

A read-only role is enough; an account that could change the cluster
gets an advisory.
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PART 1 - SETUP

Why a manager account? Planned work is not an incident

‘ Level 1 - always

The search head's view: members, sites, status, factors. Each cluster becomes a pool.

‘ Level 2 - with a manager account

Maintenance mode, rolling restart, which cluster.

‘ Hold during planned work

Availability, capacity, balance, churn and traffic findings wait during planned work.

‘ Read only

TrackMe never changes the cluster; the account can be added later in Settings.

ko ) ‘ Manager account: optional X
\ What TrackMe sees of an indexer cluster without one, and what one adds
B e e S S \
’ Ll 1
Le\.lel 2. witha manaqer account ) : Cluster manager :
maintenance mode, rolling restart, which cluster _ _ Jp-1 " '
_____ 1 with a manager account §
_______ b S oo e e o e
Search head S G
the tenant's source Indexer cluster
 > peer1 peer 2 peer 3
Level 1. always
members, sites, status, factors
X
G \ [ N 3\
Without one With one What it needs
TrackMe sees each indexer cluster through TrackMe also reads the manager's own A TrackMe remote account on the
the search head: its members, their sites state: maintenance mode and rolling manager's management port, with a read-
and status, and whether its replication and restarts. Hold during planned work then only role:
search factors are met. Each cluster foIIosz the r.nanager, arlld TrackMe [role_trackme_cluster_reader]
becomes a pool. confirms which cluster it runs. importRoles =
search = enabled
rest_properties_get = enabled
list_indexer_cluster = enabled
\ J A J
,
Read only
TrackMe never changes the cluster. The
check says when the account could, so
you can narrow its role. You can add or
change the account later, in Settings.
e 2%

TrackMe for Splunk - Hands-on: Splunk S2S

Close
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PART 1 - SETUP

Advanced options and the pools — the defaults suit most deployments

o Create a new TrackMe Virtual Tenant: Splunk S25 X
Create a new TrackMe Virtual Tenant: Splunk S2S X P
AUTOMATIC POOLS - 1
Cluster pools follow discovered stes; unclaimed intermediate forwarders form pools by host-name family. Configure a pool o rename it below. Create additional pools below and ciick a host's pool to change s

Vv Advanced options assignment

Pool Members Action
The defaults suit almost every deployment: the telemetry indexes, the scope by host name and the indexer clusters. All of them can be changed later in Settings.

hec-pook-hf P p & Configure
Telemetry form
[ JT—— . Host Role Pool Senders
Automatic: _metrics when the probe finds the mirror complete, else _internal. ecpooatl ricEnediaisionaceniheR:y) hec-pool-hf - automatic ) 2
Internal index Metrics index Introspection index hec-pool-hf2 Intermediate forwarder (heavy) 24

Assign to a pool

[ Jinternai | [ Zmetrics | [ ntrospection J hec-pookhfa immeTare e s e ety %
Where metrics.log and splunkd.log land. Where the spl.mlog.” mirror lands; empty: _internal only. Identity and load of full instances. LS e DO C D

hec-pool-hfd. Intermediate forwarder (heavy) this host assigned to it 24
Host patterns Excluded hosts prd5-chidx-dct-idx1 Receiver By the rules v %

Cluster, patterns or automaic poof: hec-pookhf
(B | [[sm* x_ (beb+ x J prdS-chic et e e “
Instances that may be receivers or intermediate forwarders (never applied to senders). Host names or patterns left out, never * alone. e i o e T 7
Indexer clusters as pools Intermediate forwarders as pools Hold during planned work prd5-cl-idx-dc2-idx2 Receiver Qum:sixez elone) "
c Automatic e Automatic Q On
A multisite indexer cluster forms one pool per known site; single-site or ~ The intermediate forwarders no pool claims (no pattern, no While a cluster is in maintenance mode o a rolling restart, its EE—— e
site keeps one cluster-wide pool. With auto-  assignment) become one pool per host-name family. Your pools and availability, capacity and traffic findings wait. SuiaueE poss L pog

join enabled, unassigned Cloud indexer receivers also form a assignments always come first; configure an automatic pool to edit it. A pool groups receivers (o intermediate forwarders) by host:name pattens, by the output groups their senders use, or by the hosts you assign to t: click a hosts pool in Receivers and clusters above. A multisite
replaceable pool per stack when cluster metadata is unavailable. indexer cluster forms one pool per known site, and with Intermediate forwarders s pools the intermediates no pool claims form one pool per host.name family; any other host waits as discovered.

No configured pool

RECEIVERS AND CLUSTERS Q Discover again Configured cluster pools - 2

4 receivers and 4 intermediate forwarders over the last 24 hours, telemetry read from _metrics mirror. n
INDEXER CLUSTERS - 1

Telemetry form Automatic pools ‘ Same editor as Settings

Automatic: the _metrics mirror when complete, else Indexer clusters and intermediate forwarders as pools, Automatic pools with Configure, then your configured
_internal. both Automatic. pools.

Host patterns, excluded hosts Pool pills

Tokens: type a pattern, press Enter. Here sim-* and bcb-* Every host with its pool: click it to assign the host, or By
are left out. the rules.
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PART 1 - SETUP

Configure the automatic pool — the heavy forwarder tier, tied by its

output group

Configured pools - 1

A pool groups receivers (or intermediate forwarders) by host-name patterns, by the output groups their senders use, or by the hosts you assign to it: click a host's pool in Receivers and clusters above. A multisite indexer cluster forms one pool per known site,
and with Intermediate forwarders as pools the intermediates no pool claims form one pool per host-name family; any other host waits as discovered

Heavy forwarder tier T Remove

Name Pool id Members

[ Heavy forwarder tier ] [ hec-pool-hf ] [ Intermediate forwarders v ]

1to 80 characters. Lowercase letters, digits, _ and -, up to 40 characters. Receivers (indexers) or intermediate forwarders.

Host patterns of Heavy forwarder tier QOutput groups of Heavy forwarder tier Expected size (optional)

[ hec-pool-hf* ] [ intermediate_pooll ] [ 4 ]

Host names or wildcards (* and ?) of its members, comma separated. The senders' output groups (tcpout) that send to this pool: what ties an intermediate  How many members the pool should have (1 to 10,000): Pool capacity reads it.
forwarder to it. Empty: learned from the members seen.

@ Replaceable members

Members are replaced by new instances (an autoscaled or Splunk Cloud tier): a silent member waits for its replacement before a finding opens. No host can be assigned to it by hand

TrackMe for Splunk - Hands-on: Splunk S2S

‘ Configure

The automatic pool hec-pool-hf becomes yours,
same id, same history.

‘ Output groups

intermediate_pool1: the forwarders' tcpout group
that sends to this pool.

‘ Expected size

4: Pool capacity compares the members up with
it.

‘ Replaceable members

For an autoscaled tier: a silent member waits for
its replacement.
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PART 2 - POOLS, HOSTS & DATA PATH

Every pool, every host, every hop

The Pools tab, how a pool spreads its load, a receiver's pipeline queue by queue, and the data path from sender
types to receivers.

TrackMe for Splunk - Hands-on: Splunk S2S



PART 2

POOLS

The Pools tab — the last five minutes, then every pool

(@ Soureioer) (S aotarecorsup) (@ Aot A mormediterue) (S wertory-3minege) (& e~ Tminage) (@ TaMlc ML models 9 minsge)

Findings ~Pools Receivers Intermediates Datapath TrafficMLmodels  Policies Source Collection health  AlAgent  Settings

PoOLS

Pool

> idxctsitel
Indexer

> idxctsite2

Indexer cluster

> Heavy forwarder tier

INDEXER CLUSTERS

Cluster

> idxctsitel
Splunk 10611
> idxctsite2
Splunk 10611

Kind

Receivers

Receivers

Intermediates

Peersup Factors met

202 Yes

202 Yes

‘ Status strip

Receivers and intermediates up, the pools, the Inventory,
Live and Models jobs.

‘ Last 5 minutes

Inbound per second, senders, connections, blocked now,
hosts reporting.

TrackMe for Splunk - Hands-on: Splunk S2S

™
™
\
\/
™
1000AM  1200PM
Sun Nov 1
2026
Every receiver pool added up: what the receiving ter receive
Members up Senders
2 0f 2 (expected 2) i
2 0f 2 (expected 2) 3
40f 4 (expected 4) 24

Searchable

Yes

Yes

200PM

400PM

. Choose a pool to see

Inbound

2525 M8

2504 MB.

172 MB

Planned work

None

None

[REC LU # Collect now

Manager account

prd5_cm

prd5_cm

‘ Pools

idxc1:site1, idxc1:site2 and the Heavy forwarder tier:
members against expected, senders, inbound, balance.

Q
Pool © Time range ®
All pools - Last 24 hours v
A
T S—— L A ——
G00PM  BOOPM  1000PM  T00AM  200AM  400AM  GOOAM
Mon Nov2
talone.
Trend Balance Trouble
A 097 No
100 Non
’_‘—"*_“1 0.98  Non
|

Indexer clusters

One row per site: peers up, factors met, searchable,
planned work, manager account.

‘ Breakdowns

The Splunk versions of the hosts, the intermediate types.
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PART 2 - POOLS

Blocked now — which host, which queue, and its history

® Blocked now - 2 of 8 hosts X

Measured over the last five minutes, as of 09:14:34

A queue is blocked when it is full and refuses more data. The furthest-downstream blocked queue names the stage that cannot keep up; the queues before it fill in turn, then the senders
slow down and buffer. A host whose listening port stopped refuses new connections until it resumes. These are measurements: the statuses and findings come from the scheduled
collection.

Queue history ®

[ Last hour v } [ Q Refresh charts J

prd5-cl-idx-dc2-idx1 Receiver ( @ Poolidxci:site2 ) Inbound 446.4 KB/s
. Ingest actions rulesets.

Queue usage over time

] .

Q Open in Search

& 500
@ oy
(=) 50 @
2 250

T ' i - T T T

815 AM 8:20 AM 8:25 AM 8:30 AM 8:35 AM 8:40 AM 8:45 AM 8:50 AM 8:55 AM 9:00 AM 9:05 AM 9:10 AM
Mon Nov 2

2026

= Usage (%) == Used (KiB) == Capacity (KiB)

Peak measurements per 30 seconds. Usage is on the left axis; used space and capacity are on the right (KiB). Missing samples remain gaps. Multiple pipeline sets show their highest values, not a sum.

prd5-cl-idx-dct-idx2  Receiver Inbound 443 KB/s Q Open in Search

. Writing to disk on an indexer, or handing data to forwarding outputs on a heavy forwarder. A downstream bottleneck can block this queue.

Queue usage over time

100 A 750
3 500
& 50 3
2 250
o~ A
r i

TrackMe for Splunk - Hands-on: Splunk S2S

‘ Blocked now - 2 of 8 hosts

The last five minutes strip: the pill opens what is blocked.

‘ Each host

Its role, its pool, its inbound, and Open in Search on its queues.

‘ Each blocked queue

What that stage does: indexqueue writes to disk, rulesetqueue applies ingest actions.

‘ Queue history

Usage, used and capacity, from 15 minutes to 24 hours.

‘ A measurement

Short peaks show here; statuses and findings come from the collection.
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PART 2 - POOLS

How the pool spreads its load — the fair share and the band

Heavy forwarder tier

Intermediates

=

Overview Members Distribution  Traffic  Resources  Definition

Gamaw) X

Measure ®
How the pool's load spreads over its 4 active members in the latest window. The dashed line is the fair share (100 / active
members); the band around it is +20% (the Receiver imbalance policy's setting). [ Sender connections &7 ]
Balance of senders Fair share Smallest share Median share Largest share Outside the band
() () (+) (+)
1.00 25% 24% 25% 25% o
every member in the band 4 active members
MEMBERS BY SHARE
-
LARGEST SHARES SMALLEST SHARES
Member Share From fair share Member Share From fair share
hec-pool-hf2 25% +1% hec-pool-hf1 24% -3%
hec-pool-hf3 25% +1% hec-pool-hf4 25% +1%
hec-pool-hf4 25% +1% hec-pool-hf3 25% +1%
hec-pool-hf1 24% -3% hec-pool-hf2 25% +1%

TrackMe for Splunk - Hands-on: Splunk S2S

Close

Fair share

25 % for the four heavy forwarders: the dashed line.

The band

+20 %, the Receiver imbalance policy's setting.

Balance of senders

Jain's fairness index: 1.00, every member in the band.

Measure

Sender connections (the policy's own measure) or volume.

Largest and smallest

Each member's share and its distance from the fair share.
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PART 2 - HOSTS

A receiver's pipeline — queue by queue, in order

prd5-cl-idx-dc1-idx1

8
‘\ = ) Receiver - Splunk 10.6.11 - idxct:sitel

Overview  Pipeline Senders  Traffic

Back pressure
No

QUEUES, IN PIPELINE ORDER

[e]TT-TIT} Stage
splunktcpin receiving
parsingqueue parsing
aggqueue merging
typingqueue typing
rulesetqueue ruleset
indexqueue indexing

Queues over time

Resources (0OS)

Cluster

Evidence

Listening ports

Accepting

Fill (p90)
— 0%
— 0%
— 1%
— 0%
— 0%

0%

X

Fill (max) Blocked samples
0% 0 of 10
0% 0 of 10
2% 0 of 10
0% 0 of 10
0% 0 of 10
0% 0 of 10
Time range ®

[ 08 1 per row ] [ Last 24 hours ~

‘ Back pressure, listening ports

No back pressure; accepting its senders.

‘ Queues in pipeline order

splunktcpin, parsing, aggregation, typing, ruleset, indexing.

‘ Fill and blocked samples
90th-percentile and peak fill, blocked share of the samples.

‘ Over time

The fullest queue over the last 24 hours.

FULLEST QUEUE (PEAK, %)

100

9:00 AM 5:00 PM 1:00 AM

Sun Nov 1 Mon Nov 2
2026

i

0.5

9:00 AM
Sun Nov 1
ploply

BLOCKED SAMPLES (SHARE)

5:00 PM

1:.00 AM
Mon Nov 2

LISTENING PORTS STOPPED (PER 15 MIN)

il

05

9:00 AM 5:00 PM 1:.00 AM

Sun Nov 1 Mon Nov 2
2026

Each live run writes the fullest queue of the path (90th percentile), the share of blocked samples and the times its listening ports stopped.

TrackMe for Splunk - Hands-on: Splunk S2S

[ Close ] [ £ Open pool idxct:site1 }
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PART 2 - DATA PATH

The data path — sender types, intermediates, receivers

' G D) (s aotareconersvp) (s aora D (o tnventory -5 minago ) (‘e tive-3minago) ( Trffc ML models 11 min age ) Q Refresn |

Findings Pools Receivers Intermediates Datapath Traffic MLmodels  Policies Source  Collection health Al Agent  Settings

DATA PATH OF THE LAST 5 MINUTES - READ AT 08:04:58

Q Refresh | & Data path topology

B Up @ Backpressure W Silent, not accepting or output paused @ Senders Dashed edge: volume not known yet (a ive window from before this version)

SENDERS - 2 INTERMEDIATES - 1 RECEIVERS - 2

Universal forwarders idxc1:site2
24 senders - 173 MB

]—_\539 KB/s 478.5 KB/ 20f2up- 8371KB/s
Heavy forwarder tier
4 of 4 up - 5.89 KB/s "409.6 KB/s
Full instances

idxct:site1
10 senders - 224.8 MB

20f2 up - 8181KB/s

408.6 KB/s
3586 KB/s > 4

n intermediate is tied to the receivers that report it as their sender, else to the pools whose output groups name its own; what t forwards is taken off its type's edge into those receivers.

FLOWS
From To Rate Volume Connected
Fullinstances idxct:sitel 4086 KB/s 197 MB 10 senders
Fullinstances idxclsite2 3586 KB/s 105 MB 10 senders
Universal forwarders Heavy forwarder tier 5.89 KB/s 173 MB 24 senders
Heavy forwarder tier idxctisitel 4096 KB/s 120 MB 4intermediates
Heavy forwarder tier idxctisite2 478.5KB/s 140.2 MB

4intermediates

‘ Three columns ‘ Tied by output group

Sender types, intermediates, receivers; a pool as one
node.

‘ Data path topology

An intermediate is tied to the receivers that report it, else Saves it to Topology Studio on request.

by its pool's output groups.

‘ Edges by volume ‘ Read now

Width and KB/s labels: 24 universal forwarders into the

The newest window, read with your rights; nothing saved.
Heavy forwarder tier.
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PART 3 - FINDINGS

A heavy forwarder stops

One member of the heavy forwarder tier stopped on purpose: what opens, how each finding is evaluated, and the
Splunk S2S Al Agent.

TrackMe for Splunk - Hands-on: Splunk S2S



PART 3 - FINDINGS

What opens when a heavy forwarder stops

(somcaioon) (@ actarmenen ) (@ 3ot emediesup) (@ 3pooe ) (@ iventoy-1s290) (@ Low- Zminage) (@ Tafhe ML mocets 0 min g FE] # cotectrnow

Findings  Pools Recolvers Intermediates  Datapath  TrfficMLmodels  Policies  Source Collection health Al Agent  Settings.
ing o o

Condition © Status © Severty © Policy @ Assignment © Search this page ©

[Atconditons + | [Alstatuses < | [Ausoverties  ~ | [ potices <] [Anassignments =) [ Narme, Pool polcy. sssignee

FINDINGS

) Finding - Assignee Opened & Lastseen ¢ Notes ¢
E High 9minago  9minago &
o i Smnsge  Smnago @
w forvard
aD Gram)  (Som) mnago  Smnago @
@

=

‘ Intermediate silent ‘ Destination unreachable

No connection line while the other members of its pool report. Twenty senders fail to reach its port: one finding, never twenty.

‘ Pool capacity ‘ Triage

Three members up against four expected. Investigate, snooze, dismiss, resolve; assign; merge into one group.
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PART 3 - FINDINGS

A finding up close — what happened, triage, history

Ar hec-pool-hf3 (‘H—lgh) Co Failing) (. 0pen> (0 Unassigned) X ‘ What happened

Intermediate silent - Intermediate forwarder - Heavy forwarder tier . . . . .
The measurement (silent for 15 minutes), when it opened, its live
window.

WHAT HAPPENED

Intermediate silent

.
Meeslied ; Last seen : Opened ; ‘ Triage

30 min 12 min ago 32 min ago . . .
) Status, assignee, severity, snooze and notes, kept when it reopens.
Intermediate silent Last measurement First time
Opens after Recovers after Interval
3 failing intervals 2 good intervals 02/11/2026, 08:40:00 — 08:45:00
Pool Members Members up Silent for
hec-pool-hf 4 3 30 min ‘ open resource
HOW IT IS EVALUATED ® How it is evaluated

From the row menu: the host or the pool modal, in place.

The rule of Intermediate silent with the settings this finding was judged with, the data it judges with searches for hec-pool-hf3, and how to investigate and resolve.

TRIAGE
© Status & Assignee R Severity ® Snooze ‘ How It IS evaluated
Ope ~ J| © Update | | Unassigned o | 5o | | Policy (High v [P set] [1hour * | [ @ snooze | Every policy's rule, data and searches, in the Policies tab.

Kept when the finding reopens A manual severity is kept when the policy Stops colouring Topology Studio and alerting,
evaluates it again until the chosen time

NOTES [F] Open notes (1)
The current assessment of the ( ® ¢* Al Agent )is in the notes: it replaces it at each review.

Add a short note to the history of this finding

‘ ‘ + Add note

HISTORY

® Finding opened - 25 min ago

[ Close } [ <$* Ask the Al Agent ] [ © Mark investigating ]
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PART 3 - Al AGENT

The Splunk S2S Al Agent — a review on demand or on a schedule

What it reads
1 . | Ask the Al Agent ‘
v X

Splunk 25 Al Agent The host's live row, its pool, the cluster, collection health, past
decisions.
Finding: hec-pool-hf3

@ Attention ‘ Its tools

SUMMARY Hosts, pools, senders, data path, traffic models, evidence, trends.

One finding reviewed: s2s_intermediate_silent on hec-pool-hf3 (high, still failing). The intermediate has carried no traffic and no senders in
the live window while its three pool peers are up, and the pool is not replaceable with an expected size of 4. It is a real problem to
investigate. Dismissal is refused (critical_failing) and the subject is still in the directory, so | recommend investigating.

FINDINGS ASSESSED (1) ‘ One note per review
- hec-pool-hf3 Intermediate silent High confidence An [Al Agent] note on the ﬁndlng

Decision: Mark investigating

live window (published 2026-11-02T08:31:35Z-ish, current). Silent for 608 seconds over the 2026-11-02T08:20:00Z to 08:25:00Z bucket, with 3 of 4
pool members up. The directory still lists 24 UF senders routed to it and the pool is not replaceable, expected size 4. The pool's other members carry
the traffic (pool kb_in 1793.7, fairness 0.999).

The member is down while its pool peers are up and it is not in planned work per the evidence. The finding is high and still failing, so

Evidence: hec-pool-hf3 (heavy forwarder, pool hec-pool-hf) reports status silent, 0 KB in and out, O senders, and no listening or output activity in the ‘ d
Act mode

Only what the tenant allows; never a change on a Splunk instance.

dismiss_temporary is refused (critical_failing) and the subject is not gone from the directory. Recommend an operator investigates the host
(process, service, network path to the four cluster indexers) and confirms whether it is in a maintenance window. Note that the 24 senders
are still directed to this member and the pool's other members are absorbing its share. Any change on the Splunk instance is an operator
decision.

» Reasoning trace

1[Al Agent] note written or updated in the finding notes.

© Run its recommendations...
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PART 3 -

NOTIFICATIONS

The email — the finding, its measurement and its charts

Intermediate silent — hec-pool-hf3 (hf-tier)

Event Finding opened
Severity HIGH

Tenant splunk-s2s

Policy Intermediate silent
Object hec-pool-hf3 (hf-tier)
Measurement Availability

Status open

Measured Not connected

FINDING OPENED N HIGH ]

Finding opened by system at 2026-10-29 13:56:19 UTC.

Open this finding in TrackMe

HIGH ) hec-pool-hf3 - Intermediate - hf-tier

Bytes in — hec-pool-hf3

Last 24 hours - total per 15 min - UTC
10MB

7.5MB

5MB

25MB

0B v
16:00

— Measured

Bytes out

Last 24 hours - total per 15 min - UTC
12MB
9MB
6 MB
3MB
0B .
18:00 00:00
— Measured

20:00 00:00

04:00 08:00
Output paused
Last 24 hours - average f

0.75
05
0.25
(]

06:00 12:00 18:00 00:00
— Measured

er 15 min - UTC

06:00

12:00

12:00

‘ Per Finding group or digest

One threaded email per transition, or one digest per live run.

‘ What it says

Policy, object, measurement, status, and a link to the finding.

‘ Charts embedded
The object's last 24 hours: bytes in, bytes out, output paused.

‘ Always recorded

Every transition is an event in the notable index.

One stop, one email per object

The same stop emailed the Destination unreachable finding of its receiving port: twenty senders, one email.
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PART 4 - OPERATE

Policies, models, collection

Twenty-two policies and how each is evaluated, the traffic ML models of every receiver pool, and collection health.

TrackMe for Splunk - Hands-on: Splunk S2S



PART 4 - POLICIES

Twenty-two policies — receivers, intermediates, p

‘ (o source:tocal) (e 4ot receiversup ) (@ 4of 4 intermediates up ) (o inventory -6 minago ) (@ Live -4 minago ) (e Traffic ML models - 12 min ago )

(o5 CE Ml & Collect now ‘

Findings  Pools  Receivers Intermediates Datapath  Traffic MLmodels  Policies Source  Collection health  AlAgent  Settings

CUSTOM POLICIES

on its own schedule. Inspect its runs in Collection health.

No custom policies have been created.

Your own policies: an SPL search on the tenant's Splunk data whose rows each name an S25 receiver, intermediate forwarder or pool (now data moves over S25); each object named opens a finding, like a built-in policy. Drafts, published revisions and activation are managed independently; each enabled policy runs

«Q Refresh custom policies | Rty Lo]

POLICIES - 22 OF 22 ENABLED

Policy ~ Category ~ Status ~ Severity ~ Conditions

(ntermedtates 8 ) ((Poots 5 ) (Destnations 1

Receiver not accepting Receivers @D Enabled (e critical ) No setting beyond severity and checks.
The receiver stopped its S2S listening ports because its s <

quees stayed blocked (TcplnputProc): every sender to t

is refused

Receiver silent Receivers @D Enabled (@& H‘g,{) Grace: Os - Replacement grace: 30 min
Areceiver of the pool writes no connection line in the. =
connected window while other members of its pool do.

Receiver back pressure Receivers (e High ) Or blocked in: 0.3 share of samples - Saturated at: 80%
@D Enabled (o High )

Aqueue of the recelver's ingestion path backed up; the

finding names the stage that could not keep up.

Receiver imbalance Receivers @D Enabled
Areceiver gets far less than its fair share of the pool's

senders (or volume): below the threshold times an even
splt

Measure: Connections - Open below: 0.8 share of an even split

Connection churn Receivers @D Ensbied At least: 20 reconnections in the window

Senders reconnect to the receiver far more often than to
the other members of its pool.

Acknowledgment posture Receivers @D Ensbled
Senders forward to a cluster peer without indexer.
acknowledgment where the pool expects it

At least: 1 senders - Recover after: 24 h

Receivers Pools

Not accepting, silent, back pressure, imbalance, churn, Not receiving, capacity, traffic drop, traffic outlier, back

A policy opens a finding when its condition holds and closes it once it recovers. Receiver and intermediate policies judge each host in each live window; pool policies judge a pool as a whole; destination policies judge a receiver many senders fall to reach.

Scope

Al pools

All pools

All pools.

All pools.

Al pools

Al pools

View: List

Actions

=3

@ Edit

& Edit

TLS, acknowledgement, versions. pressure cascade.

Intermediates Destinations

Output blocked, back pressure, silent, destinations, single A receiver many senders fail to reach: one finding, never

destination, in / out. one per sender.

TrackMe for Splunk - Hands-on: Splunk S2S

ools, destinations

‘ Custom policies

Your own SPL: each row names a receiver, an intermediate

or a pool.
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PART 4 - TRAFFIC MODELS

Traffic ML models — what each pool usually receives

‘ (- Source: |nu|> (o 4 of 4 receivers up) (o 4 0f 4 intermediates up) (o [ ago) (- Live - 4 min ago) (o Traffic ML models - 11 min ago)

Q Refresh 4 Collect now ‘

Findings  Pools Receivers Intermediates  Datapath  TrafficMLmodels  Policies  Source  Collection health ~ AlAgent  Settings

Series Detecting Low confidence No range Outliers now

on 2 receiver poo outiers open findings range shown, no findings yet learning, or paused 0rops - 0 spikes

Pool ® State © Search @ Trend range ©®

Al pools - ] [An states - ] [ Q Pool name or id | | Last24 hours ~ = Tune selected | | & Model defauts | [ 4 Relearn all models

RECEIVER POOLS - 4 SERIES
Receiver pool Measurement State Latest (per 5min) Trend Expected range  Outside the range

() idxetsitet Data received 252.5MB A 0B-4497MB —

" Receiver pool

() ldxctsitet Senders connected 14 52-23 —
Receiver pool

() ldxctsite2 Data received 2504MB  pA-acadl 0B-4609MB —
Recelver pool

() ldxctsite2 Senders connected 14 52-23 —
Receiver pool

TrackMe for Splunk - Hands-on: Splunk S2S

‘ Two models per pool

KB received and connected senders, per weekday and hour: four series
on the two site pools.

Learned

From the members' lines over the learning history, 14 days by default.

Pool traffic outlier

Outside the model's range for this hour, from normal confidence.

‘ Tuning

Tune model with a simulation, Not an anomaly, Relearn all models.

docs.trackme-solutions.com



PART 4 - COLLECTION

Collection health — every job, and why when it does not run

Q2 Refresh 4 Collect now

. (o Source: Iocal) (l 4 of 4 receivers up) Co 4 of 4 intermediates up) (c 3 pools) (o Inventory - 46s ago) (o Live - 4 min ngo) (. Traffic ML modeils - 7 min ago)

Findings Pools Receivers Intermediates

Status Trackers Data & storage Troubleshoot & help Custom policies

Data path  Traffic ML models  Policies  Source  Collection health

Al Agent  Settings

Every Splunk S25 job is a scheduled report running | trackmecriblcollect: each run writes a receipt (its outcome and reason) and one line in the collector log. Expand a row for what the job does, the searches its last run sent and its evidence.

Inventory: a run was started; its outcome shows here when it ends.

Job Status Schedule Last run Duration
> Inventory Every 10 minutes 46s ago 13s
>  Live Every 5 minutes 4 min ago 22s
>  Traffic models Every 30 minutes 7 min ago 6s
> Policies On demand 4 min ago 5s

‘ Status

Every problem with its meaning, source, causes and steps.

‘ Trackers

Inventory, Live, Traffic models, Policies: last run, searches, Run now; Custom policies apart.

TrackMe for Splunk - Hands-on: Splunk S2S

Diagnostics L H
noene

‘ Cluster reads

cluster_read_refused names the missing list_indexer_cluster.

‘ Configuration Guardian

The same assessment raises cribl_collection_health.

docs.trackme-solutions.com



WHERE WE ARE

One tenant, every receiver, intermediate and pool

® Setup ® Followed ® Judged @® Operated
a tenant on the local search tier, an indexer pools, a pool's distribution, a receiver's

cluster as one pool per site, the heavy pipeline, the data path
forwarder tier

a heavy forwarder silent and its pool short

twenty-two policies, traffic ML models,
of a member, explained

collection health

What made it work

( I ( ) ( )
Splunk's own telemetry Pools judged as a whole Back pressure explained
No agent, no new data, no call to a forwarder: the lines Members up against the expected size, the share each The bottleneck and its origin, one cascade finding
Splunk already writes. one receives, planned work held. instead of a storm.

o J _ J | _J

TrackMe for Splunk - Hands-on: Splunk S2S
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