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HANDS-ON WALKTHROUGH - SPLUNK HEC

Is every HEC endpoint up and receiving?

One tenant follows the HTTP Event Collector of a Splunk deployment — its endpoints, the pools they form
behind a load balancer and the tokens senders use — from the telemetry Splunk already writes: nothing to
install, nothing new to ingest.

Captured live on TrackMe 2.4.21 - two data centres, two heavy forwarders each, fed by Cribl Stream ‘ . ‘ ’



THE PROBLEM

HEC fails quietly: senders retry, data piles up elsewhere

A heavy forwarder that stops, a pipeline that backs up, a token sending to an index it may not use: the sender sees an error, Splunk logs it, nobody looks.

Endpoints that stop

A heavy forwarder down, a pool left with one
member, telemetry stalled behind a blocked output.

"Server is busy"

Refused requests, back pressure along the ingestion
pipeline, the stage that cannot keep up, indexer
acknowledgment under pressure.

Tokens and the load balancer

Data rejected per token, a token that went silent, a
pool member up but starved of traffic.

What a Splunk HEC tenant does

changed on Splunk, and a token is only ever known by its name.

A dedicated tenant type for the HEC endpoints of one Splunk deployment. TrackMe reads the HEC telemetry Splunk already writes — its metrics in _introspection, its HTTP input, queue and output
messages in _internal — with a few bounded searches every five minutes, and raises findings from eighteen built-in policies on endpoints, pools and tokens. It only reads: nothing is installed or
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THE MODEL

Splunk's own telemetry, read every five minutes, judged per pool

>
‘ Source

HEC metrics in _introspection
and the HTTP input messages in
_internal — on this search tier
or through a remote account.

-
‘ Discover

Heartbeats find the endpoints;
pools by host pattern or by
hand; token names seen in 24
hours.

p
‘ Measure

Every 5 minutes: throughput,
refusals by reply code, queues
and the bottleneck, output, CPU
and memory.

-
‘ Decide

18 built-in policies on
endpoints, pools and tokens,
plus custom SPL policies.

g
‘ Act

Finding groups, notifications,
findings actions, the Al Agent,
Topology Studio.

Pools judged as a whole

Endpoints behind one load balancer form a pool: TrackMe compares its members — members up against the expected size, the share of the traffic each one receives, their versions and settings — and
judges its capacity and its traffic as a whole.

Traffic models learn what each pool and each token usually receives per hour of the week, from the history _introspection already keeps.

TrackMe for Splunk - Hands-on: Splunk HEC

docs.trackme-solutions.com




THE PLAN

What we are going to do — one tenant, four parts

PART 1

Setup

® The Splunk HEC card

Source, endpoints and pools

The workspace and its strip

PART 2

Endpoints, pools &
tokens

The overview

@® Endpoints and one endpoint up
close

o A pool, the tokens

PART 3

Findings

A heavy forwarder stops

How it is evaluated

® Topology Studio, the Al Agent

PART 4

Operate

Policies and token silence

Traffic models and tuning

o Collection health, splunkd API

Every screen is the product as shipped, on two data centres of heavy forwarders.
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PART 1 - SETUP

One source, two pools, one tenant

The Splunk HEC card, the source and its endpoints discovered from their heartbeats, the pools of each data centre,
and the workspace.
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PART 1 - SETUP

A dedicated tenant — pick Splunk HEC

Create a TrackMe Virtual Tenant

‘ The Splunk HEC card

Endpoints discovered automatically, grouped in pools; activity, refused
requests, queues and tokens per endpoint.

Choose one component to enable for your new Virtual Tenant. You can configure details in the following steps.

Splunk Feeds Tracking . Splunk Volume (Outliers) . Splunk Fields Quality Monitoring '
Monitor and track Splunk data feeds Licensed volume drops and spikes per Assess and monitor data quality at scale
index ' .
o = From Splunk's own loggin
. :gtfgi’; data sour;:e momtor:(ng « Outliers on the licensed volume of every index . greate samplllng J;':bs for CIM and non-CIM ‘ p gg g
. e : event endpoint tracking Daily i T « Generate quality dictionaries . . . . .
. ly licensed volume and month projection
* SPLK-MHM: metric endpoint tracking « Local or remote, history backfilled on day 1 « Detect and alert on quality issues NO EXtra |nge5t|on a nd nOthlng |nSta | |ed on the end pOIntS.

‘ Four steps
Splunk Workload . Splunk Flex Objects Tracking ' User Activity Monitoring .

Basics, Source & endpoints, Indexes & RBAC, Review.

Track and manage scheduled report Track entities from your “magic searches” Investigate Splunk user activity and policy
activities findings
« Discover and monitor schedules * Register searchef, prloducing °bje°.ts
« Detect anomalies and trends « Status and KPIs via simple conventions
« Optimize workload costs « Workflow & metrics ingestion automated

« Local or remote environment

« Human and service account classification

«+ Evidence, collection gaps and investigation
workflow

Cribl Stream - Cribl Edge N Splunk HEC
Monitor the health and traffic of your Cribl Monitor your Cribl Edge Fleets and Edge Monitor your Splunk HTTP Event Collector
Stream workspace Nodes at any scale endpoints and pools
« Sources, destinations, pipelines, routes and workers + Node connectivity per Fleet, version and « Endpoints discovered automatically, grouped in L i cence
« Findings from health, traffic outliers and worker configuration drift pools
policies « Source and Destination health reported by the « Activity, refused requests, queues and tokens per
» Computed from your Cribl metrics, no extra nodes, disk hotspots endpoint . . P o e . o
ingestion « From the Cribl Leader API, no extra ingestion « From Splunk's own logging, no extra ingestion A Valld Enterp”se’ Unllmlted7 Unllmlted trlal or Developer I|Cence. NOt

available on the Foundation edition or the Foundation trial.

Virtual Tenants — Actions — Create a tracking tenant.
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PART 1 - SETUP

The first screen explains the tenant — with a diagram on demand

Splunk HEC — how it works

Splunk's own telemetry, read every 5 minutes: every endpoint, pool and token of the deployment, no agent and no new data.

1: SOURCE 2 . DISCOVER

I
Splunk'’s telemetry Endpoints & tokens

HEC metrics and HTTP heartbeats find endpoints,

input messages —p | pools by host pattern —
_introspection - _internal directory, about hourly

3 - MEASURE

Every 5 minutes

throughput, refusals,
queues, output, load

[4 - DECIDE

j 5.ACT

Policies

endpoint - pool - token,
—5 | Dbuilt-in and custom SPL

trackme.hec.* metrics findings, Finding groups

Cost: a few bounded searches per 5-minute window over what was indexed in it, whatever the number of endpoints.

Scale: endpoints, pools and tokens are rows of one published snapshot; history points chart each one over time.

Optional: remote accounts on the splunkd APl add token consistency and configuration drift; every other policy works without.

‘ Source

The HEC metrics and the HTTP input messages Splunk
already writes.

‘ Discover

Heartbeats find the endpoints; pools by host pattern; a
directory about hourly.
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Measure

Notify and explain

emails, webhooks, the

—5 | Al Agent, Topology Studio

findings actions

Every 5 minutes: throughput, refusals, queues, output,

load.

Decide and act

Policies on endpoints, pools and tokens; findings, emails,

webhooks, the Al Agent.

‘ Cost

A few bounded searches per window, whatever the

number of endpoints.
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PART 1 - SETUP

Source & endpoints — found from their HEC heartbeats

Create a new TrackMe Virtual Tenant: Splunk HEC X ‘ Source

local, this search tier, or a TrackMe remote account to another
deployment.

© © ©) O)

Basics Source & endpoints Indexes & RBAC Review

TrackMe reads the HTTP Event Collector telemetry Splunk already logs (the HEC metrics of the introspection index and the splunkd and queue logs of the internal index) on this search tier, or on another deployment through ‘ I ndexes
a remote account. Nothing is installed on the endpoints and no token value is ever read: token names only.

_internal and _introspection by default; locked once the tenant

Source Internal index Introspection index Model learning history .
exists.
local (this search tier) v ] { _internal ] [ _introspection ] [ 14 days v
local: this search tier. A remote account: the The index holding splunkd.log and metrics.log of the The index holding the HEC metrics of the endpoints How far back the traffic models learn the HEC
deployment it reaches (its search tier must see the endpoints (default _internal). (default _introspection). telemetry when the tenant is created (what the

HEC endpoints' internal indexes). introspection index keeps), and the history a
relearned model reads.

Model learning history

Endpoint host patterns Excluded hosts (optional)

14 days by default: the traffic models learn the telemetry
_introspection already keeps.

) | 1

The endpoints this tenant monitors, as host names with the * and ? wildcards, comma separated (* for every Hosts never monitored, even when a pattern matches them.
endpoint).

* .
Endpoint oal oo R on o T hec-pool-* here: the old forwarders of the deployment stay out.
hec-pool-hfl Data centre 1 - by pattern http 1 1 min ago

hec-pool-hf2 Data centre 1 - by pattern http 2 1 min ago

hec-pool-hf3 Data centre 2 - by pattern http 1 50s ago

HEC ENDPOINTS 4 endpoints over the last 24 hours Q) Discover again ‘ HOSt patterns

HEC endpoints

hec-pool-hf4 Data centre 2 - by pattern http L 1 min ago Every endpoint that reported in 24 hours, its transport, token
names and last heartbeat.

( POOLS 3 pools <$* Use 1 proposed pool + Add pool W
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PART 1 - SETUP

Pools — one per data centre, each of two heavy forwarders

Endpoints and their pool

Create a new TrackMe Virtual Tenant: Splunk HEC

Each endpoint joins the first pool whose patterns match it; click its
pool to assign it by hand.

hec-pool-hfi Data centre 1 - by pattern http 1 1min ago
hec-pool-hf2 Data centre 1 - by pattern http 2 1 min ago

hec-pool-hf3 Data centre 2 - by pattern http 1 50s ago

Data centre 1 and 2
hec-pool-hf1/hf2 and hec-pool-hf3/hf4, expected size 2 each.

hec-pool-hf4 Data centre 2 - by pattern http 1 1min ago

POOLS 3 pools <$* Use 1 proposed pool

A pool groups the endpoints behind one load balancer or with one role: TrackMe compares its members (the share of traffic each receives, the members down) and evaluates its health as a whole. An endpoint belongs

to the first pool whose patterns match it, unless you assign it to a pool by hand: click its pool in the endpoints above. A hand assignment overrides the patterns for that endpoint only.

Identifier Name Host patterns Expected size now

[ dct J [ Data centre 1 ] [ hec-pool-hfl, hec-pool-hf2 ] [ 2 ] @ No oif
[ [s[¥] ] [ Data centre 2 ] [ hec-pool-hf3, hec-pool-hf4 ] [ 2 ] @ No g
default [ Default ] [ none: endpoints no other pool claims ] [ Any ] @ No

Identifier: lowercase letters, digits, - and _, fixed once saved. Host patterns: host names with the * and ? wildcards, comma separated; the default pool needs none. Expected size (optional): how many endpoints the
pool should have. Replaceable: its members are replaced by others (Splunk Cloud indexers, auto scaling hosts); a silent member is down only when no replacement brings the pool back to its expected size within the
grace of the Endpoint availability policy.

Proposed pools

One per host-name family, and one per Splunk Cloud stack.

Replaceable

For members replaced under new names: Splunk Cloud indexers,

e Auto-join: a new endpoint that no pool claims joins the default pool .
auto scaling.

SPLUNKD API (OPTIONAL)

Optional: during each inventory, TrackMe reads the splunkd REST API of the endpoints these remote accounts reach (read only) to compare the members of a pool: their HEC tokens (names and settings, never a token

value), their global HEC settings and version. Token consistency needs it; every other policy works without it. An account may list one URL per endpoint; each URL is matched to an endpoint by the names the instance Auto_‘oi n
reports. Splunk Cloud endpoints are never read. The tenant owner must hold one of the account's roles. J
Remote accounts A new endpoint no pool claims joins the default pool.

[No account ]

Remote accounts whose splunkd the inventory reads. None: the enrichment is off.
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PART 1 -

SETUP

Review, then create — the first collection starts at once

Create a new TrackMe Virtual Tenant: Splunk HEC

©

© 0

©
Basics Source & endpoints Indexes & RBAC Review
Check the tenant before you create it. Use Back to change anything.
& Tenant & Source & endpoints £ Pools & collection
Identifier splunk-hec Source Local search tier Pools (3) Data centre 1: hec-pool-hfl, hec-
Alias Splunk HEC - Data centres Indexes read _internal, _introspection pool-hf2
Data centre 2: hec-pool-hf3, hec-
Description HEC endpoints of the two data Host patterns hec-pook* pemy
centres:behindithe Cribl Stream Excluded hosts = Default (default)
senders
splunkd APl accounts  None (enrichment off) Auto-join On: new endpoints join the default

pool

Scheduled collection  Enabled

TrackMe indexes

Summary index trackme_summary
Audit index trackme_audit
Metric index trackme_metrics

Notable index trackme_notable

Splunk owner
Admin roles
Power roles

Readonly roles

2 Ownership & access

nobody
trackme_admin
trackme_power

trackme_user

Update comment (optional)

The summary

Source, indexes read, host patterns, pools, auto-join, splunkd API accounts.

Indexes and roles

The tenant's TrackMe indexes, its owner and its roles.
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Create a new TrackMe Virtual Tenant: Splunk HEC

©

Basics

]

Source & endpoints

N4
Indexes & RBAC

l @ Tenant created. The first collection has started: the endpoints, pools and tokens appear within a few minutes. [NEAeI- R 0 (1S

The tenant was created with these settings.

0

Review

& Tenant
Identifier
Alias

Description

splunk-hec
Splunk HEC - Data centres

HEC endpoints of the two data
centres, behind the Cribl Stream
senders

& Source & endpoints

Source Local search tier
Indexes read
Host patterns hec-pool-*

Excluded hosts -

_internal, _introspection

splunkd APl accounts  None (enrichment off)

2 Pools & collection

Pools (3)

Auto-join

Scheduled collection

Data centre 1: hec-pool-hfl, hec-

pook-hf2

Data centre 2: hec-pool-hf3, hec-

pool-hfd.
Default (default)

On: new endpoints join the default

pool

Enabled

== TrackMe indexes
Summary index

Audit index

Metric index

Notable index

trackme_summary
trackme_audit
trackme_metrics

trackme_notable

Created

Collections and reports are created and the first collection starts.

Within minutes

2 Ownership & access

Splunk owner nobody
Admin roles trackme_admin
Power roles trackme._power

Readonly roles trackme_user

Endpoints, pools and tokens appear in the workspace: Open workspace.

docs.trackme-solutions.com



PART 1 - SETUP

The workspace — nine tabs and a strip that sums it up

TrackMe - Tenant Home & splunkHec E]

Monitoring the great value in your Big Data Last updated: 2026-10-2116:48:45
Next refresh in 04:23 - cadence 5m

Tenant: splunk-hec Splunk HEC - Data centres

‘ (o Source: Io:al) (- 4 of 4 endpoints up) (- Last 5 minutes - as of15:48:47) (- HEC activity - 43s ﬂgu) (o Endpoint directory - 6 min ago) (- Traffic models - 26 min agn) 2 Refresh | [alea g

Findings Overview Endpoints Tokens Traffic models  Policies  Collection health Al Agent  Settings

‘ Source and endpoints up ‘ The three jobs ‘ Nine tabs

local here; 4 of 4 endpoints up. HEC activity, Endpoint directory and Traffic models with Findings, Overview, Endpoints, Tokens, Traffic models,
their last run. Policies, Collection health, Al Agent, Settings.

‘ Last 5 minutes
‘ Collect now

The statistics of the last five minutes up to now, read on
every refresh. For the TrackMe administrators of the tenant.

TrackMe for Splunk - Hands-on: Splunk HEC docs.trackme-solutions.com



02

PART 2 - ENDPOINTS, POOLS & TOKENS

The deployment at a glance, any endpoint up close

The overview, the endpoints and one endpoint with its ingestion pipeline, a pool and how it spreads its traffic, the
tokens, and the maps each tab draws.
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PART 2 - OVERVIEW

The overview — the HEC questions, answered at a glance

TRAFFIC — LAST 5 MINUTES UP TO NOW

Endpolnts up : Events : Bytes

4/4 300/s

heartbeat in the window 89.9K in the window

148.3 KB/s

43.4 MB in the window

REFUSALS & BACK PRESSURE

H Active tokens

] 0

load balancer probes excluded

Refused requests

token names with events

Server busy

0

HTTP 503: could not queue

Back pressure

o

endpoints whose queues backed up

Last 5 minutes: 23:44:48 to 23:49:48 - source local

Traffic over time

Total over the range

Events : Bytes received

4M 1.85 GB

Total over the range

Refused requests

0

Total over the range

Server busy

0

Total over the range

Time range ©®

Last 4 hours ~

EVENTS PER SECOND
400

350

8:00 PM 9:00 PM 10:00 PM 11:00 PM
Wed Oct 21
2026

0 /\f‘\_NV\/LE/J\/\\,_\/\/\\A
250

BYTES RECEIVED PER SECOND

200K

150K

8:00 PM 9:00 PM 10:00 PM 11:00 PM
Wed Oct 21
2026

REFUSED REQUESTS (PER 5 MIN)

{l

8:00 PM 9:00 PM
Wed Oct 21
2026

— Refused requests

10:00 PM 1:00 PM

— Server busy

Every pool added up per collection window. Server busy is the part of the refused requests an endpoint could not queue (HTTP 503).

‘ Endpoints up

A heartbeat in the window.

‘ Events, bytes, active tokens

The traffic of the last five minutes.

TrackMe for Splunk - Hands-on: Splunk HEC

‘ Refused requests, server busy
Load balancer probes excluded; HTTP 503 when HEC could

not queue.

‘ Back pressure

Endpoints whose queues backed up.

‘ Traffic over time

Events, bytes, refusals and server busy over a range you

choose.
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PART 2 - OVERVIEW

Pools, endpoints needing attention, busiest tokens

POOLS - 2

&4 HEC topology S All endpoints Q Refresh

Trend range @

Headers filter or sort the pools.

Pool ~ Membersup ¢ Events £ Trend Error rate ¢ Refused ¢ Back pressure ¢ Balance ¢
Data centre 1 205 s 0.00% 0 0 48%t052%
dct

Data centre 2 545 A A 0.00% 0

dc2

0 0% to 100%

ENDPOINTS NEEDING ATTENTION - 1

Headers filter or sort the endpoints needing attention.

Endpoint ~ Pool ~ Status ~ Events $ Bytes ¢ Refused ¢ Errorrate $ Queues $ CPU ¢ Memory $ Last heartbeat $
hec-pool-hf3 dc2 (e silent ) = = o) -
Splunk 10.6.11

— 15minago

BUSIEST TOKENS

2 All tokens

Headers filter or sort the busiest tokens.

Token name ~ State ~

Events ¢ Bytes ¢

Refused ¢ Endpoints ¢ Lastactive ¢
hec-pool-dct 671K 287 MB 0 2 1minago
hec-pool-dc2 16.2K 10.5 MB 0

1 1minago

‘ Pools

Members up against the expected size, traffic, refusals, back pressure, trend.

‘ Needing attention

Not up, refusing, backed up, dropping oversized events, failing destinations.

‘ Balance ‘ Busiest tokens

The smallest and largest member shares: 48 % to 52 % is an even split. By name, with the endpoints that received them.

TrackMe for Splunk - Hands-on: Splunk HEC
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PART 2

ENDPOINTS

Endpoints — by pool, filtered and paged by the server

POOLS

-

Data centre 1

Data centre 2

Default

‘ Pools sidebar

All pools 4|

Status ® Order ® Search endpoints @ Trend range ©
[ Any status - ] [ Host name 5 ] [ Q Host name ] [ Last 4 hours ~ £ Endpoint topology
Headers filter or sort the loaded rows. The filters above search every endpoint.
Endpoint - Pool ~ Status v Events § Bytes £ Trend Refused T Errorrate ¢ Queues ¢ CPU T Memory ¢ Last heartbeat T
hec-pool-hf1 det 106/s KBS L A 0 0.00% 1% 6.7% » 31.8% = 1 min ago
Splunk 10611
hec-poolhf2  dc s SL9KBIs L aka e (! 0.00% 0% 125% o 31.8% == 41s ago
Splunk 10611
hec-pool-hf3 dc2 \'(o silent ) — — “AW\ (4] - = — — 14 min ago
J
Splunk 10611
hec-pool-hf4 dc2 54/s KBS A 0 0.00% 1% 6.5% « 35.3% == 29s ago
Splunk 10611

All pools, one pool, or the discovered endpoints.

‘ Status

Up, late, stalled or silent: hec-pool-hf3 is silent.
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‘ Order

Most events, most refusals, highest error rate, back
pressure first.

‘ Per endpoint

Pool, traffic and its trend, refusals, error rate, fullest
queue, last heartbeat.

‘ CPU and memory

Host-wide, with a bar that turns amber from 75 % and red
from 90 %; a dash without telemetry.
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PART 2 - ONE ENDPOINT

One endpoint — its window, its pipeline, its output

= | hec-pool-hfl

Pool dc - http - Splunk 10.611

The last five minutes up to 23:49:48. The status comes from the scheduled collection

Status

Up

Events

126/s

Refused requests
error rate 0.00%

@cE) *

Queues

0%

= | hec-pool-hfl

Pool dc - http - Splunk 10.611

INGESTION PIPELINE

No back pressure in the window: scattered blocks are Splunk's normal flow control.

@cE) *

Stage Queue Fill (90th percentile) Fill (max) Blocked samples Times blocked
last heartbeat 4 min ago 379K in the latest window fullest ingestion queue (p90) X
HEC input httpinputq 0% 0% 0 0

LATEST WINDOW Parsing parsingqueue 0% 0% [¢] (¢}
T S G e Merging aggqueue 0% 0% 0 0
126/s (37.9K) 57.9 KB/s (17 MB) 193 o Tyoig PRI 3 = = =
Error rate Accepted, then refused Failed requests (endpoint count) Oversized events dropped e i
000% e o o Indexing indexqueue 0% 0% 0 0
ACK-enabled requests (peak per minute) Active tokens cry Memory used Output to receivers tcpout_prd5_indexers 4% 7% 0 =
o 1 7% 32%
First seen Last heartbeat OUTPUT TO RECEIVERS
10 h ago 4 min ago

A refused request can carry events Splunk already accepted: the sender's retry sends them again. Failed requests (endpoint count) is Splunk's own counter of the requests it failed.

No pause, connection failure or timeout on the output in the latest window.

Time range ®
201y, Lo « TOKENS RECEIVED
Events Refused requests Fullest queue CPU | Headers filter or sort the tokens this endpoint received.
)
1.6M o 1.0% 6.4% Token name ~ State ~ Events Bytes ¢ Refused & Endpoints ¢ Lastactive ¢
Total over the range Total over the range Latest value Latest value
hec-pool-det 68K 299 MB 0 2 8minago
EVENTS PER SECOND CONFIGURATION (SPLUNKD API)
140 Read through Read Instance Splunk version
hec_hft 13 min ago hec-pool-hft 10611
120 [http] port [http] disabled [http) enableSSL. [http] maxSockets
h/\/\ 8088 False 1 0

Latest window Ingestion pipeline

Events, bytes, requests, refused, error rate, CPU, memory, last heartbeat. Each queue of the HEC path, its fill, the bottleneck and how busy its thread was.

Refused requests

By HEC reply code, in plain words. Output and history

Destinations and receivers; events, refusals, fullest queue and CPU over time.
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PART 2 - ONE POOL

A pool — is the load balancer spreading the traffic?

=

s Gaoaw) (G omamin) X

TRAFFIC DISTRIBUTION

Balance Smallest share Without af
1O/ O
99% 20of 2 46% never
SHARE OF THE POOL'S EVENTS
100
7N
s0 N
\\
\
00m 130pm 2000M 230pm 300PM 3300M s00PM a30PM
Wed Oct21
2026

I hec-poorhf4 Ml hec-pook-hf3

An even split gives each member up 50%. A gap: the pool received nothing in that bucket

BALANCE OVER TIME

100 NV /

00 PM 130PM 200PM 230PM 300PM 330PM 400PM 430PM
Wed Oct 21
2026

\ Close | | 2 Open its endpoints

‘ Balance ‘ Members up that received nothing

100 for an even split over the members up, 0 when one member takes everything. What Pool imbalance watches.

‘ Share of each member over time

‘ Members carrying traffic With the balance over time and the members table.
And the smallest share against the fair share.
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PART 2 - TOKENS

Tokens — known by name, never by value

Search token names @

Q Token name

& Token topology |

TOKEN NAMES - 2

Q Refresh

Token names only: TrackMe never reads a token value. ldle tokens received events in the last 24 hours but not n the latest window.
Headers filter or sort the loaded rows. The search above applies to every token name.

Token name ~ Events ¢ Bytes ¢ Refused &

state +
hec-pool-dc1 691K 306 MB o 2 20sago

hec-pool-dc2 @ 177K 1.6 MB o 2 30sago

Endpoints ¢ Lastactive &

‘ Every token seen in 24 hours

The pools and endpoints that received it, events, bytes, refusals.

‘ The token drilldown

Its state, its last 24 hours, its traffic over time.
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hec-pool-dc1

Pools dc - 2 endpoints in the latest window

P

State Events
Active I 244/s

last active 44s ago

691K In the latest window

The last five minutes up to 23:54:18. The status comes from the scheduled collection.

LAST 5 MINUTES.

Events Bytes received Requests
244/s (691K) 306 MB 390

Error rate Accepted, then refused Oversized events dropped
0.00% Oevents o

Last active

445 ago

A refused request can carry events Splunk already accepted: the sender's retry sends them again.

Traffic over time

0

Total over the range Total over the range

Events i Bytes received
3.2M 1.35 GB

Refused requests

(o}

Refused requests

Total over the range.

Last 24 hours

6.9M

events - 2,95 GB - 65 fallures

Refused requests
o

ACK-enabled requests (peak per minute)

(]
Time range ®
Requests

18.5K

Total over the range

EVENTS PER SECOND

300

‘ Endpoints involved

250
200

Each endpoint's share of the token's events against an even split.

‘ Errors

Reply codes in plain words, the index refused, the client addresses.
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PART 2 - GENERATED TOPOLOGIES

Each tab draws its own map — one click, live

Endpoint topol
) oot topology x

Last updated: 2026:40-21 235335 ol
Next reffesh in 0040 - cadence 605
YT [+ ExportPNG | | Unco | [ & Auto-arrange ]

EVeNTs.

o censet il —~ .

v REFUSED REQUESTS pesies

e = o

Evens v Events

73,062 s 673% \ 35183 { ei0d

— MEMORY USED REFUSED REQUESTS
3213% Ak, 0 .
0= o
. 661% b hacoonna
MEMORY USED. e
== 3261% M 8,447 | .

& REFUSED REQUESTS i

2 — - —

EvenTs e EveNTs

e == 638% . 9,417

MEMORY USED REFUSED REQUESTS.
3B1% s 0

cpu
614% \
MEMORY USED
3298%

HEC legend J
I = save to Topology Studio

‘ HEC topology

From the Overview: every pool and its endpoints, with the availability donut.

‘ Endpoint topology

The endpoints the tab selects, with events, refusals, CPU and memory.
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Token topolo
& pology

Every token name

Last updated: 2026-10-2123:55:27
Next refresh n 00:47 - cadence 605

‘ Token topology

Token heatth

o~

;

;

Data contre 1

Events
73,062
REFUSED REQUESTS

Oota centre 2

EvenTs
17,864
REFUSED REQUESTS

-

hec-pookdet
EveNTs.

73,062 [l
BYTES RECEIVED
324MB

REFUSED REQUESTS
)

hecpookdc2
EvenTs
17,864

BYTES RECEIVED
1.8MB

REFUSED REQUESTS
o

Each token under the pools that received it, with its traffic.

‘ Save to Topology Studio

A view like any other: share it, edit it, add Topology Alerts.

(@ Hide KPIs [ LExport PNG | | Undo | [ 4 Auto-arrange ]

HEC legend J
=
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PART 3 - FINDINGS

A heavy forwarder stops — what opens, and why

hec-pool-hf3 stopped on purpose: Endpoint availability on the endpoint, Pool capacity on its pool, how each is
evaluated, the topology and the Al Agent.

TrackMe for Splunk - Hands-on: Splunk HEC



PART 3 - FINDINGS

The Findings tab — two findings, one cause

Al

2 (o] (o] 4

2

Open : Critical H Investigating

H Resolved

Dismissed

o

Most recent first: failing groups by when they opened, then ended groups by when they ended. Headers and the toolbar search apply to this loaded page.

(] Finding v Severity v Condition v Status ~ Assignee ~

Data centre 2 (@ ) € )
O ('@ High ) (L@ Failing )

Pool capacity - Pool - dc2

[ hec-pool-hf3 (o High © Failing -

Endpoint avallability - Endpoint - dc2

‘ Open, critical, investigating

The counters of the tenant's findings.

‘ Transitions and severities

Opened and recovered over time, Finding groups by severity, findings by policy.

TrackMe for Splunk - Hands-on: Splunk HEC

P S = (Opeane s ey 0 i cloperitea) setauey b e etion ol e O it ez e e 0 fincings - Set aside
)
FINDING TRANSITIONS H FINDING GROUPS BY SEVERITY FINDINGS BY POLICY
5 Endpoint availability q
Pool capacity i
2
. I Opened
H I Recovered
4:.00 AM 8:00 AM 12:00 PM 4:.00 PM 8.00 PM
Wed Oct 21
2026 High 100%
4 opened - 2 recovered
( = e =N
(o Hign2)) (e critical )
L L )
Condition ® Status © Severity © Policy ® Assignment ©® Search this page ©
Al conditions = ] [Au statuses o ] [Au JR—— o ] [An policies < ] [An [m— B ] [Q Name, Pool, policy, assignee ]
L )
FINDINGS

Opened ¢

4 min ago

9 min ago

Lastseen T Notes T

4 min ago »..
4 min ago Ey

‘ Endpoint availability

hec-pool-hf3, High: silent for longer than 5 minutes.

‘ Pool capacity

Data centre 2, High: 1 of 2 members up.
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PART 3 - FINDINGS

The investigation — the decision in plain words

hec-pool-hf3
Endpoint avallability - Endpoint - dc2

A

WHAT HAPPENED

The endpoint sends no HEC heartbeat any more, though it was seen recently.

() () x
(o Hign) (e Failing ‘ PRTE—

Measured H Silence limit Last seen = Opened
Silent 11 min 5 min 8 min ago 8 min ago
Endpoint avallabilty Domant et ey [Pp—— Opened2 times
— Recovers anr e
1failing interval 2 good intervals 22/10/2026, 00:05:00 — 00:10:00
status Lastheatoeat
Silent 22/10/2026, 00:02:21

HOW IT IS EVALUATED

® How it s evaluated

The rule of Endpoint availabilly, the data it judges with searches for hec-pool-hf3, and how to investigate and resolve.

Time range ®
0% 392.9K

UP (1= HEARTBEAT IN THE WINDOW)

15

‘ What happened

The endpoint sends no HEC heartbeat any more, though it was seen recently.

‘ Measured against what

[ 4 Ask the Al Agem] [ © Mark investigating ]

Silent 11 minutes against a 5-minute limit; 1 up against an expected 2.
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Data centre 2

Pool capacity - Pool - de2

WHAT HAPPENED

Fewer members of the pool are up than expected.

() () x
(o Hign) (e Failing ‘ PRTE—

Last seen : Opened

Measured H Expected up
1up 2 4 min ago 4 min ago
Pool capacity The poots expected size [rp—— Opened 2 times

Opens after Recovers afer interval

2 failing intervals 2 good intervals 22/10/2026, 00:10:00 - 00:15:00

Members

2-1up-1down

HOW IT IS EVALUATED

The rule of Pool capacity, the data it judges with searches, and how to investigate and resolve.

® How it s evaluated

Time range @

-EE 3 per row | REEREEEAT
Trend _m :

Members : Up Down
Latestvalue Latest value Latestvalue
ENDPOINTS

3

2

1

830PM :00PM 930PM 1030 PM 1100 PM 1130 PM

‘ Opens and recovers

[ 4 Ask the Al Agem] [ © Mark investigating ]

The checks to open and to recover, the interval judged.

‘ Trend and actions

The KPIs the policy judges; Ask the Al Agent, Mark investigating, Resolve.
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PART 3 - FINDINGS

How it is evaluated — the rule, and the searches to check it

how itis X

. ©

Splunk HEC policy

THE RULE

Watches that every HEC endpoint keeps reporting. An endpoint (a heavy forwarder or indexer receiving HEC) writes its HEC metrics every
metrics interval, whether or not it receives data: no heartbeat means the endpoint is down, its splunkd stopped, or its own logs no longer
reach the indexers.

+ Each collection window, each endpoint of the directory is up (a heartbeat in the window), late (no heartbeat, the last one recent), silent (no
heartbeat for longer) or stalled (no heartbeat, but its output was blocked: its own telemetry waits behind it).

+ Silent means no heartbeat for 5 minutes (Silent after). It is decided on the first silent check (Checks to open: 1)

+ Critical when every member of the endpoint's pool is down at once.

+ An endpoint silent for longer than 7 days is dormant (a retired forwarder): it opens nothing.

+ Ina pool of replaceable members (Splunk Cloud indexers, auto scaling hosts), a silent member waits 30 minutes for a replacement; when the pool
is back at its expected size it is replaced and its findings close.

- A stalled endpoint is held: Output blocked says why, this policy waits.

+ Afinding opens after 1 consecutive collection window (every five minutes) judged failing, and recovers after 2 consecutive collection windows
(every five minutes) judged healthy.

THE DATA IT JUDGES
The collection reads this data every five minutes and the rule judges each window. Run a search to see the same data for yoursel.
HEC metrics (instance series)

index=_introspection sourcetype=http_event_collector_metrics data.series=http_event_collector: one event per endpoint and metrics interval (60
seconds by default, limits.conf [http_input] metrics_report_interval).
The endpoint directory

The endpoints seen in the last 24 hours (the inventory run, every 10 minutes), with ther first and last heartbeat.

HEC heartbeats per endpoint runs on this search head - last 4 hours

The last heartbeat of each endpoint (its HEC metrics, one per metrics interval) and how long ago it arrived.

| tstats count as heartbeats max(_time) as last_heartbeat latest(data.transport) as transport where
index=_introspection sourcetype=http_event_collector_metrics data.series=http_event_collector host="hec-pool-hf3"
by host

| eval seconds_since_last=round(now()-last_heartbeat) | convert ctime(last_heartbeat) | sort - seconds_since_last

Copy Q Openin Search

Traffic per endpoint over time runs on this search head - last 24 hours
Events each endpoint received per 5 minutes, from its HEC metrics.

(

The rule
What the policy decides with its current settings.

The data it judges

The telemetry each decision reads.

TrackMe for Splunk - Hands-on: Splunk HEC

how itis X

@

* 111 @ PUI UL 1EPIBLEAUIE TIEIUETS (SPIUITK CIOUU IHIUEAETS, GULU SLANlY 110513}, @ SIETLITENIUET WIS SU THIIULES 101 @ EPIaCEEny, WIS UIE poot
is back at its expected size it is replaced and its findings close.

« Astalled endpoint is held: Output blocked says why, this policy waits.

« Afinding opens after 1 consecutive collection window (every five minutes) judged failing, and recovers after 2 consecutive collection windows

Splunk HEC policy

(every five minutes) judged healthy.

THE DATA IT JUDGES
The collection reads this data every five minutes and the rule judges each window. Run a search to see the same data for yourself
HEC metrics (instance series)

index=_introspection sourcetype=http_event_collector_metrics data.series=http_event_collector: one event per endpoint and metrics interval (60
seconds by default, limits.conf [http_input] metrics_report_interval)
The endpoint directory

The endpoints seen in the last 24 hours (the inventory run, every 10 minutes), with their first and last heartbeat.

HEC heartbeats per endpoint runs on this search head - last 4 hours
The last heartbeat of each endpoint (its HEC metrics, one per metrics interval) and how long ago it arrived.

| tstats count as heartbeats max(_time) as last_heartbeat latest(data.transport) as transport where
index=_introspection sourcetype=http_event_collector_metrics data.series=http_event_collector host="hec-pool-hf3"
by host

| eval seconds_since_last=round(now()-last_heartbeat) | convert ctime(last_heartbeat) | sort - seconds_since_last

Copy Q Open in Search

Traffic per endpoint over time runs on this search head - last 24 hours
Events each endpoint received per 5 minutes, from its HEC metrics.
| tstats sum(data.num_of_events) as events where index=_introspection sourcetype=http_event_collector_metrics

data.series=http_event_collector host="hec-pool-hf3" by _time, host span=5m
| xyseries _time host events

Copy Q Openin Search

Output pauses and connection failures runs on this search head - last 4 hours

What the endpoint's output logged: data flow paused (and for how long), connections that failed or timed out, per receiver

index=_internal sourcetype=splunkd host="hec-pool-hf3" ((component=TcpOutputProc log_level=WARN "paused the data
flow") OR (component=TcpOutputFd log_level=ERROR) OR (component=AutoLoadBalancedConnectionStrategy "timed out"))
| rex "(2:host_dest=|host=|ip=|timed out for )(?<receiver>[A-Za-z0-9_.:-]+)" | rex "blocked_seconds=(?

Ready-to-run searches
Narrowed to hec-pool-hf3, with Open in Search and Copy.

Investigate and resolve

Causes, resolutions and related policies.
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PART 3 - TOPOLOGY STUDIO

The data centres on a map — generated, saved, live

Back [::Fll ][Ex PN][AI 'H" i v]['ﬂ" lhAlH K ] n i][ ][ A ]
Splunk HEC topology (2 Hide KPIs ull screen | | L Export PNG dd items 98 Add decoration 4* Build witt £ Background { 11 Canvassize | | <> Connect | | &4 Auto-arrange Start from a Splunk HEC template %
+ . Splunk HEC tenant
One node per pool, with its members up and its [ splunk-hec - HEC endpoints of the two data centres, behind the Cribl Strea... ~
— . watic.
x
hec-poothft Adds 2 pools, 4 HEC endpoints
. ST Endpoints by pool
Data centre 1 33,374 Each pool and its member endpoints below it,
< REFUSED REQUESTS . linked poo to endpoint.
up
2 9 —
I hec-pootntz
@ T Problems wall
69,895 EVENTS One group each for the pools, endpoints and
36,521
'HEG endpoint avallabilty s recEveD ® e tokens with an open finding, as findings open
30 MB REFUSED REQUESTS and close.
0
l O 75% REFUSED REQUESTS 2 Fac poahis —
o ‘. Busiest tokens
REFUSED REQUESTS o "
[ 0 The busiest tokens of the latest window, under
R = the pools that received them.
up .
1 H hec-pook-hfd.
EVENTS
16142 EVENTS Add to the map
i — 16,42
BYTES RECEIVED L‘
10.5 MB REFUSED REQUESTS
[}
REFUSED REQUESTS et

HEC legend

® Topology Studio help

‘ HEC topology, saved ‘ Sparklines on the nodes

Generated from the Overview, saved to Topology Studio. Members up, events, bytes and refusals per pool and endpoint.
‘ Live status ‘ Four templates
Data centre 2 and hec-pool-hf3 orange with their finding badges; availability at 75 %. Pools overview, Endpoints by pool, Problems wall, Busiest tokens.
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PART 3 - Al AGENT

The Splunk HEC Al Agent — reviews the findings like an operator

@ Llsartrovew &
) Splunk HEC Al Agent
Every open and investigating finding of this tenant, most severe first: at most 10 in one run.

Al provider

[ claude_sonnet v ]

|

The agent reads the facts TrackMe holds about each finding (its history, its endpoint, pool or token in the HEC directory and the latest window, the collection health),

Instructions (optional)

Guide the review, for example: the heavy forwarders are being upgraded this week, or the lab pool is expected to
be quiet at night.

assesses them and recommends a decision. It keeps one current [Al Agent] note on each finding it reviews (replaced at each review) and changes nothing else.

Run a review now

Every open finding, most severe first; optional instructions.

Inspect first

It assesses and recommends; only Act applies what the tenant allows.

TrackMe for Splunk - Hands-on: Splunk HEC

(5% Aihgen) (@ schecuiod iage o) (@ Mode apect) (@ Provider st avaabe ) ( Notscheduied ) (@ Al anabled ) (@ Providerconigured ) (& Owner-systm account

o seuns

I @ Scheduled triage is off. The agent can still be asked about a finding, or to review the open findings now.

Time range ©® Kind ® Mode ® Outcome @ Decision ® Launched ©®

Last 7 days = ] [Everywng = ] [Au modes = ] [Allomcomes - [Au decisions = ] [ scheduled or asked = ]

Scheduled runs Findings reviewed Recommendations Actions taken Refused Inspect - Act

Runs of the scheduisd tage 2reviews Reviews recommening a change Deciions applled as Al Agent Deciions TrackMe refused 2 asked 0 scheduled

DECISIONS
Headers filter or sort the loaded rows.
Time ¢ Mode ~ Finding ~ Decision ~ Outcome ~ Rationale ~
3 min ago Data centre 2 Review - True positive The pool has lost redundancy and a single member now carries all of its traffic. 9
Fo T s ey e e This s a consequence of the hec-pool-hf3 availabilty finding, and the same fix..
3 min ago hec-pool-hf3 Review - True positive One member of a two-member pool has been silent for more than three times &

AR Endpoint availability - dc2 Recommends: Mark investigating

the threshold. The endpoint is not gone from the directory and the pool is not.

Its decisions

True positive for both findings, recommending Mark investigating.

One [Al Agent] note

Kept current on each finding it reviews.
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PART 4 - OPERATE

Policies, models and the collection

Eighteen built-in policies, the tokens that must keep sending, the traffic models and their tuning, collection health
and the splunkd API.

TrackMe for Splunk - Hands-on: Splunk HEC



PART 4 - POLICIES

Eighteen built-in policies — endpoints, pools, tokens

POLICIES - 17 OF 18 ENABLED

A policy opens a finding when its condition holds and closes it once it recovers. Endpoint policies judge each endpoint in each collection window; pool policies judge a pool as a whole; token policies judge each token. View: Cards

@D enebled QR | Senderstetu @D Enabled

Requests refused as server busy
9,18:20, 23, 26, 27): HEC could
ue them.

Enabled - Enabled
oint & s

© High

© High (o High)
Open at: 10 - Critical at: 20% /
Silent after: 5 min - Dormant after: 7 days - Replacement grace: 30 min Pause counted from: 30s.
Al pools and discovered endpoints [0 eat Al pools and discover [oeat Al pools and discovered endpoints =3 All pools and discovered endpoints 2 Edit
Error rate m Authentication failures /ACK not polled
2} Refused requests out o the reques ks 2 @D Erevied b @D Enabled = | : @D Encbied

Req ali

npty load-balan

)
)
aD) =
Openat:20 o)
Open at: 5% - Recover below: 2% - At least: 100 g ® Medium
Openat:1
Al pools and discovered endpoints [oeat) Al poots and discovered endpoints [oeat Al pools and discovered endpolnts 2 Edt | A pocis ord clscousred ancooints 2 Edit
(@ ) Disabled
oint's host =
Open at: 90% - Recover at 80%
Al poos and discovered endpoints [ Ear]
PooLs 6 poicies

‘ Endpoints (9) ‘ Tokens (3) ‘ Editor

Availability, senders refused, back pressure, output Rejected data, token silence, token traffic outlier. Severity, checks to open and recover, conditions, pools,
blocked, error rate, authentication, ACK. bank holidays.

‘ 17 on out of the box

‘ Pools (6) Endpoint resources is off: it watches the host, not HEC.

Capacity, imbalance, traffic drop, traffic outlier, token
consistency, configuration drift.
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PART 4 - POLICIES

Token silence — the tokens that must keep sending

, Token silence % ‘ Tokens to watch
‘ & ‘ Tokens - A selected token sent no events for longer than C’Ef‘m @ ® Unsaved changes

e Names or patterns typed in the policy: hec-pool-dci1 and hec-pool-dc2.

TOKENS

Tokens to watch

[ hec-pool-dc1 X  hec-pool-dc2 X k bl

Type a token name or a pattern (* any characters, ? one), case-sensitive, 100 at most; the list offers the tokens Loo u p ta es

seen in the last 24 hours. A name not seen sending in the last 24 hours is silent. Longer or changing lists belong in . .

a lookup table below. Up to 20, local or remote, Exact or Wildcard, re-read every 15 minutes.

Lookup tables

No lookup table.

@ si
ilent at once

Each row of the field is a token name (or a pattern with * and ?), case-sensitive; up to 100,000 names each, read
again every 15 minutes. A lookup that cannot be read keeps its last names and is reported in Collection health.

4 Test selection

Runs as a search: reads the lookups now and matches the tokens seen in the last 24 hours. Saves nothing.

A name selected exactly but not seen sending in 24 hours.

not seen sending in the last 24 hours (silent at once).

.
| @ 2 names (2 exact, 0 with * or ?) select 2 tokens: 2 sending, O silent for more than the silence period, 0 ‘ Test SEIeCtlon

Runs as a search, reads every lookup now; saves nothing.
Each source and what it gave.

Source Status Names Seenin24h Ignored

Typed names — 2 P —

Selected tokens (up to 50, not seen first)

Token State Last active Events 24 h Selected by

hec-pool-dct 21/10/2026, 15:50:02 539.5K hec-pool-dct
hec-pool-dc2 21/10/2026, 15:50:17 3M hec-pool-dc2

[® Save policy
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PART 4

TRAFFIC MODELS

Traffic models — what each pool and token usually receives

Splunk HEC settings
Series Detecting Low confidence No range Outliers now Settings up to date
8 Py o 8 0 Gonfigure callection and delvery. Save changes across il sections hre.
on 4 pools and tokens, outers open finding range shown, no findings yet learning, or paused 0 rops - 0 spikes Srh e T
oo g e Source & pools
jects @ tate @ earch @ Traffic ML models
| Pools and tokens - ] [Au states. 2 [ Q Pool or token name ] % Tune selected Colection
L A model can have s own setings:open  fom Trafc M. models an choose Tune model.
p Traffic ML models
History read when releaed
POOLS AND TOKENS - 8 SERIES -
oy
Notications
Pool or token Measurement State Latest (per 5 min) Expected range  Outside the range
y Recent days count more
D Data centre 1 Events (e Norange 68.5K - = Al Agent oys,
. [ Haifthe weignt after 14 days
Assignment e o hange what
() batacentret Evie aene 30.5MB & modeislear from now ors existing modes ar not relearned.
Pool Finding actions. ‘Seasonality
() Datacentre2 Events. ® Norange 286K - - |itonatic(fscommenced)
e ( ) Astomatic: hour of day,
i for a week of history.
() Datacentre2 Bytes received 19.6 MB - [r—
ool 28 days learned
(1] hec-pool-det o Norange ) . - =
() hecpookde Events (o Norange 68.5K Open findings once
Token
7 days learned
() hec-pool-det Bytes received (o Norange ) 305 M8 = = Before that,a model shows s expected range but opens 1o fiding
Token Sensitivity
() hecpookdc2 Events 286K - - [ Normal
Token How many usual deviation fom the expecied value make an outer
D hec-pool-dc2 Bytes received (@ Norange ) 19.6 MB - = [t
Token [0 =
and smaller than (events or bytes per 5 minutes)
1 =]

One model per pool and token

Events and bytes received, per hour of the week; 500 tokens, busiest first.

Learned from _introspection

The Model learning history on the first runs, then every six hours.
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‘ Expected range on the charts

Pool and token histories and the traffic outlier findings.

‘ Tuning and Not an anomaly

Defaults in Settings; Tune model per model; excluded periods.

Discard cr

enses | [ Reload saved settings
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PART 4 -

COLLECTION

Collection health — every job, the source and the models

HEC acti

ity

® Last run completed

Every 5 minutes: reads what Splunk indexed since the previous run
(HEC metrics, refused requests, queues, output, resources) for every
endpoint

Schedule Every 5 minutes
Last run 3 min ago
Duration 7s

Endpoint directory

® Last run completed

Every 10 minutes: confirms the endpoint directory Is current, and
about once an hour rebuilds it (the endpoints and token names seen
in the last 24 hours, their identity, and the pools they join).

Schedule Every 10 minutes
Last run 6 min ago
Published 16 min ago
Duration 7s

splunkd API: 4 of 4 account URLS read, 4 endpoints described.

Traffic models

® Last run completed

Twice an hour: learns the incoming traffic of each pool and token
(events and bytes, per hour of the week) from the HEC metrics, the
retained history first (14 days), then every six hours.

Schedule Every 30 minutes
Last run 3 min ago
Duration 2

Monitoring policies

® Last run completed

Evaluates the monitoring policies on the newest window.

Schedule After every live run
Last run 3min ago
Duration s

48 checks evaluated in the last run.

4 Run now

Source
Search tier Local (this search tier)
Internal index _internal

Introspection index _introspection

HEC endpoints observed

The collector reads the endpoints' own logging (HEC metrics, fallure lines, queues and outputs) with bounded searches on this search tier. It never

calls an endpoint and never reads a token value.

Traffic ML models

Models 8
Detecting 0
Low confidence O
Learning 8
Learning window 14 days

Learned through ~ 21/10/2026, 21:35:00

One model per pool, and per token: every token already modelled and the busiest new ones, up to 500 tokens. Each for events and bytes received. A

model opens findings (Pool traffic outlier, Token traffic outlier) once it has seven days of history.

< Relearn models

One card per job

HEC activity, Endpoint directory, Traffic models, Monitoring policies.

Schedule and last run

With its outcome, the next run and Run now.

TrackMe for Splunk - Hands-on: Splunk HEC

Run budgets

Each run keeps to its interval less 30 seconds and ends before the next.

Source and models

The indexes read, HEC endpoints observed, models and their confidence.
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PART 4 - SPLUNKD API

The splunkd APl — optional, read only, configuration compared

‘ Remote accounts on the management port
Up to 20, one URL per endpoint.

2 ‘ hec-pool-hﬂ X

Pool dc1 - http - Splunk 10.611

Parsing parsingqueue 0% 0% 0 0
Merging aggqueue 1% 1% 0 0
Typing typingqueue 1% 1% 0 0 ‘ What is read
Indexing indexqueue 0% 0% 0 0 . .
server/info, the global HEC settings, the HEC tokens by name.
Output to receivers tcpout_prd5_indexers 2% 21% 0 —

OUTPUT TO RECEIVERS

Token value dropped

No pause, connection failure or timeout on the output in the latest window.
While the answer is parsed: never stored, logged or returned.

TOKENS RECEIVED

Headers filter or sort the tokens this endpoint received.

Token name v State ~ Events § Bytes ¢ Refused ¢ Endpoints $ Lastactive . .
hec-pool-dc1 68K 296 MB 0 2 6minago Two pOIICIeS

CONFIGURATION (SPLUNKD API)

Token consistency and the HEC settings of Configuration drift.

Read through Read Instance Splunk version

hec_hfl 3 min ago hec-pool-hfl 10.6.11

[http] port [http] disabled [http] enableSSL [http] maxSockets

8088 Faise 1 0 Never Splunk Cloud

[http] maxThreads [http] ackidleCleanup [http] dedicatedioThreads [http] useDeploymentServer

) true 2 0 Its indexers have no customer-reachable management port.
Token Status Index Allowed indexes ACK Output group
hec-pool-dci1 Enabled main Any Off —

Read only, during each inventory: TrackMe never reads a token value and never changes a setting.
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WHERE WE ARE

One tenant, every HEC endpoint, pool and token

® Setup ® Followed ® Judged @® Operated
a tenant on the local search tier, two pools, endpoints, pools and tokens, one an endpoint silent and its pool short of a eighteen policies, token silence, traffic
the endpoints found from their heartbeats endpoint's pipeline, a pool's balance member, explained and reviewed models, collection health, the splunkd API

What made it work

( )
Splunk's own telemetry Pools judged as a whole Bounded at any size
No agent, no new data, no credential to the endpoints: Members up against the expected size, shares of the A few searches per five-minute window, whatever the
the HEC metrics and logs Splunk already writes. traffic, versions and settings compared. number of endpoints and tokens.

o _J

TrackMe for Splunk - Hands-on: Splunk HEC
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