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HANDS-ON WALKTHROUGH - SPLUNK UF FLEET

Which forwarding agents are connected — at any
fleet size?

One tenant follows the forwarding agents of a Splunk deployment and the Deployment Servers that manage
them, from what Splunk already writes: the receivers' own lines, the agents' logs, the Deployment Server
indexes.

Captured live on TrackMe 2.4.22 - twenty universal forwarders on four sites and five UF generations, a Deployment Server cluster ’ . . .



THE PROBLEM

A forwarder that stops sending says nothing — until the data is missed

Thousands of agents, a few Deployment Servers, and no single place that says which agent stopped, why, and whether it is one agent or a whole site.

-~
Agents that go quiet
A disconnected agent, an expected one missing, a
whole group gone at once.

\\

Agents in trouble

Output blocked, destinations failing, throttled,
restarting in a loop, app deployments failing.

Deployment Servers

Silent, phonehomes below their usual, deployment
failures, restart storms, configuration errors.

What a Splunk UF Fleet tenant does

A dedicated tenant type for the fleet of one Splunk deployment. An agent is connected when a receiver saw its connection in the connected window: the data path itself, read from the receivers' own
lines. TrackMe never polls an agent, never calls its REST API, never installs anything on it; twenty-eight built-in policies judge the agents, the fleet and its groups, the Deployment Servers and the

destinations.

TrackMe for Splunk - Hands-on: Splunk UF Fleet
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THE MODEL

The receivers describe the fleet — the agents are never polled

>
‘ Source

Receivers' connection lines,
agents' own logs, Deployment
Server indexes (Splunk 9.2+).

-
‘ Directory

GUID first, host name as
display; enrichment from your
CMDB; groups.

p
‘ Measure

Every 5 minutes: connected set,
agents' troubles, Deployment
Server pace and failures.

-
‘ Decide

28 built-in policies on agents,
groups, the fleet, Deployment
Servers and destinations.

p
‘ Act

Finding groups, notifications,
findings actions, the Al Agent,
Topology Studio.

Agent states

Connected, disconnected, dormant after 7 days (out of every count), removal candidate after 30 days: an agent's state comes from its last connection line, never from a heartbeat you must deploy.

Built for any fleet size: aggregations over indexed terms and metric dimensions, never a search per agent; no per-agent history written.

TrackMe for Splunk - Hands-on: Splunk UF Fleet
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THE PLAN

What we are going to do — one tenant, four parts

PART 1

Setup

® The Splunk UF Fleet card

@® Deployment Server API
accounts

Scope and discovery

PART 2

Configure

® Enrichment from a CMDB

Groups and expected agents

® Notifications

PART 3

The fleet

Agents, one agent up close

Deployment Servers

The policies

PART 4

Findings

® A site goes dark

An expected agent missing

® The Al Agent

Every screen is the product as shipped, on twenty universal forwarders named site-service-number.

TrackMe for Splunk - Hands-on: Splunk UF Fleet
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PART 1 - SETUP

One source, two Deployment Servers, one scope

The Splunk UF Fleet card, the Deployment Server APl accounts checked as you add them, the scope of the fleet and
the agent discovery.

TrackMe for Splunk - Hands-on: Splunk UF Fleet



PART 1 - SETUP

A dedicated tenant — pick Splunk UF Fleet

Create a TrackMe Virtual Tenant

Choose what your new Virtual Tenant monitors. A Splunk data monitoring component tracks entities inside a tenant; a dedicated workspace is a tenant of its own, with findings, Finding groups, notifications and an Al
Agent. You configure the details in the following steps.

SPLUNK DATA MONITORING . SPLUNK DATA MONITORING . SPLUNK DATA MONITORING - SPLUNK DATA MONITORING .
Splunk Feeds Tracking Splunk Volume (Outliers) Splunk Fields Quality Monitoring Splunk Workload
Monitor and track Splunk data feeds Licensed volume drops and spikes per Assess and monitor data quality at scale Track and manage scheduled report
index activities
@® What it does ® What it does
© What it does ® What it does
SPLUNK DATA MONITORING . DEDICATED WORKSPACE . DEDICATED WORKSPACE @ DEDICATED WORKSPACE @
Splunk Flex Objects Tracking User Activity Monitoring Cribl Stream Cribl Edge

Track entities from your “magic searches”

Investigate Splunk user activity and policy
findings

Monitor the health and traffic of your Cribl
Stream workspace

(@ What it does
© What it does © What it does
DEDICATED WORKSPACE . DEDICATED WORKSPACE . DEDICATED WORKSPACE .
Splunk HEC Splunk S2S Splunk UF Fleet

Monitor your Splunk HTTP Event Collector
endpoints and pools

(@ What it does

Watch your intermediate forwarders and
indexers, pool by pool

(@® What it does

The Splunk UF Fleet card

Know which forwarding agents are connected, at any fleet size.

What it does

Know which forwarding agents are
connected, at any fleet size

(® What it does

Monitor your Cribl Edge Fleets and Edge
Nodes at any scale

® What it does

The Deployment Server and the forwarding agents, watched by Splunk UF Fleet.

TrackMe for Splunk - Hands-on: Splunk UF Fleet

Splunk UF Fleet

) Know which forwarding agents are connected, at any fleet size

Dedicated workspace X

p
@ watched by Splunk UF Fleet
Deployment Server
apps, phonehomes
\_
1
1
v
r
Forwarding agents S28 Intermediate forwarders S28 Indexers
universal forwarders heavy forwarders, pools receivers, indexer clusters
.
r A £ N N
Connected or not Deployment Servers No extra ingestion

Connected, disconnected and dormant agents,

by group and in mass.

Four steps

Phonehomes and app deployments,
Deployment Server clusters included.

Basics, Source & scope, Indexes & RBAC, Review.

Licence

From Splunk's own telemetry.

Enterprise, Unlimited, the Unlimited trial or Developer; not Foundation.

docs.trackme-solutions.com



PART 1 - SETUP

Deployment Server APl accounts — checked as you add them

Create a new TrackMe Virtual Tenant: Splunk UF Fleet X Sou rce

Where the receivers' internal logs are searched.

© © ©) ®
Basics Source & scope Indexes & RBAC Review

Deployment Server source

TrackMe reads the telemetry Splunk already writes, on this search tier or on another deployment through a remote account.

Where the _ds* indexes are searched; a remote account on the DS on
Splunk Cloud.

Source Deployment Server source

[ local (this search tier) < } { local (this search tier) v

local: this search tier. A remote account: the deployment it reaches (its search tier must see the receivers' Where the Deployment Server indexes (Splunk 9.2+) are searchable: this search tier when they reach your

internal indexes). indexers, a remote account on the Deployment Server itself on Splunk Cloud. ‘
.
API accounts (optional)

Deployment Server API (optional)
The exact members of each server class group, read only.

Optional: an account on a Deployment Server gives the exact members of each server class group. It reads the client listing, read only (list_deployment_server and rest_properties_get, with search: a user inheriting the
Splunk user role needs list_deployment_server only). Splunk builds that listing from searches of _dsphonehome, _dsappevent and _dsclient run as the account, so its role must search these indexes (srchindexesAllowed).
Without an account, a server class group counts the clients with an app of the class deployed in the last 60 days.

Deployment Server API accounts

Checked at once

| prd5_ds X prd5_ds2 X ]
One remote account on each Deployment Server, up to 20. Each is checked as you add it. prd S_ds and prd5_d52 each read the Client I|St_| ng and answer fOr the| r
own Deployment Server.
prd5_ds Q Check again prd5_ds2 Q Check again
as admin - answers for prd5-cl-ds-ds1 as admin - answers for prd5-cl-ds-ds2

> Advanced options

FORWARDING AGENTS 20 agents over the last 24 hours Q Discover again

20 agents connected now, 8 receivers, 2 Deployment Servers. Telemetry read from _metrics mirror. Left out by the rules: 6 receiver or Deployment Servers, 12 full instances, 48 out of the agent scope.

Versions: 10.611 (6), 10.4.4 (4), 10.01 (3), 10.2.8 (3), 10.6.0.5 (2), 9.414 (2)

Agent Type Version Platform Last connection Deployment Server

dev-gitlab-O1.trackme-limited.internal Universal forwarder 10.6.11 Linux 1min ago prd5-cl-ds-ds1

TrackMe for Splunk - Hands-on: Splunk UF Fleet docs.trackme-solutions.com



PART 1 -

SETUP

Scope the fleet, then see what the tenant would collec

v Advanced options

Create a new TrackMe Virtual Tenant: Splunk UF Fleet

The defaults suit almost every deployment: the telemetry indexes, the scope by host name and when an agent counts as connected, dormant or a removal candidate. All of them can be changed later in Settings.

Telemetry form

[ Automatic

Automatic: _metrics when the probe finds the mirror complete, else _internal.

Internal index

Metrics index

Introspection index

[ _internal

] [ _metrics

]

[ _introspection

Where metrics.log and splunkd.log land.

Agent patterns

Where the spl.mlog.* mirror lands; empty: _internal only.

Receiver patterns

Excluded agents

Identity and load of full instances.

Excluded receivers

[ *trackme-limited.internal X

) (o

] [Type a pattern and press Enter

] [ sim-* X bcb-* X

Agents in scope by host name; receivers,
intermediates, search heads and Deployment

Servers are left out by role.

Connected window (minutes)

Which receivers' connection lines count, host names
or patterns with * (every receiver by default).

Dormant after (days)

them.

Host names or patterns of agents left out, never *
alone. Set at creation, the first backfill never reads

Host names or patterns (with *) of receivers whose
cconnection lines never count, never * alone.

Removal candidate after (days)

15

Kl

=

(30

An agent is connected when a receiver saw it within this window (5 to

A disconnected agent leaves the fleet's count after this many days.

An agent without a connection line for this many days becomes a

60). removal candidate (counted from its last connection, like Dormant
after).

FORWARDING AGENTS 20 agents over the last 24 hours

e N T o (e s L o o s

Agent patterns

A token per pattern: the corporate domain, *.trackme-

limited.internal.

Excluded receivers

sim-* and bcb-*: test receivers sharing the indexes, never

read, never agents.

TrackMe for Splunk - Hands-on: Splunk UF Fleet

The discovery

Create a new TrackMe Virtual Tenant: Splunk UF Fleet

Deployment Server API (optional)

Optional: an account on a Deployment Server gives the exact members of each server class group. It reads the client lsting, read only (Ist_deployment_server and rest_properties_get, with search: a user inheriting the.
Splunk user role needs list_deployment_server only). Splunk builds that listing from searches of _dsphonehome, _dsappevent and _dsclient run as the account, so is role must search these Indexes (srchindexesAllowed)

Without an account, a server class group counts the clients with an app of the class deployed in the last 60 days.

Deployment Server APl accounts

[ prd5_ds X prd5_ds2 X

One remote account on each Deployment Server, up to 20. Each is checked as you add it.

as admin - answers for prd5-clds-dst

> Advanced options

Versions: 10,611 (6), 10.4.4 4), 10.011 (3, 1028 (3), 106,05 (2), 9414 (2)
Agent Type
dev-gitlab-Ottrackme-limited.internal Universal forwarder

devenkins-Oltrackme-limited.internal Universal forwarder

lon-bastion-O1.trackme-limited.internal Universal forwarder
lon-kafka-O1.trackme-limited.internal Universal forwarder
lon-nginx-O1.trackme-limited.internal Universal forwarder
lon-nginx-02.trackme-limited.internal Universal forwarder
lon-pgsq}-O.trackme-limited.internal Universal forwarder

lon-pgsgl-02 trackme-limited.internal Universal forwarder

20 agents, all connected, 8 receivers, 2 Deployment

Servers.

Left out by the rules

Receivers and Deployment Servers, full instances, agents

out of scope.

as admin - answers for prdS-clds-ds2

Version

10641

10611

9.414

10605

10641

10641

1028

1028

«Q Check again

Platform

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Five UF generations

Q Discover again

20 agents connected now, 8 recelvers, 2 Deployment Servers, Telemetry read from _metrics mirror. Left out by the rules: 6 receiver or Deployment Servers, 12 fullInstances, 48 out of the agent scope.

1min ago
1min ago
1min ago
1min ago
1min ago
1min ago
1min ago

1min ago

prds-cl-ds-dst
prds-cl-ds-dst
prds-cl-ds-dst
prd5-cl-ds-dst
prds-cl-ds-dst
prds-cl-ds-dst
prds-cl-ds-dst

prd5-ch-ds-ds1

9.4.14 to 10.6.1.1, every agent with its Deployment Server.

docs.trackme-solutions.com



PART 1 - SETUP

A least-privilege owner — checked before the tenant exists

Create a new TrackMe Virtual Tenant: Splunk UF Fleet

Create a new TrackMe Virtual Tenant: Splunk UF Fleet

©

Basics Source & scope

Choose indexes for TrackMe objects and assign ownership and roles.
Summary index

©

Indexes & RBAC

Audit index

®

Review

[ [ rp—

~ | [ trackme_audit

Metric index

Notable index

[ trackme_metrics

- | [ trackme_notable

Splunk owner for created objects

B

Admin roles

Power roles

[ trackme_admin X

] [ trackme_power X

Readonly roles

[ trackme_user X

J

Owner: keep nobody, or name an account (typically a service account) holding the capabilities TrackMe requires of a tenant owner.
schedule_search, list_settings, list_storage_passwords, admin_all_objects. Its scheduled runs search as this owner: it must be allowed to use the remote accounts the source names.

l @ The owner svc-trackme may use every remote account this tenant reads: prd5_ds, prd5_ds2.

Tenant owner

svc-trackme, a least-privilege service account: the scheduled runs search as it.

Remote accounts

The wizard checks the owner may use every account the tenant reads.

TrackMe for Splunk - Hands-on: Splunk UF Fleet

&

Basics

The tenant was created with these settings.

& Tenant

Identifier
Alias

Description

Product

0

O
Source & scope Indexes & RBAC Review
I © Tenant created. Its first run checks that the source answers, then builds its directory and starts collecting. [RElel S RIS

& Source = Scope
splunk-uf-ieet Source Local search tier Agent patterns *trackme-limited.interal
Corporate UF fleet Telemetry form Automatic Receiver patterns
Forwarding agents of the London, Indexes read _internal, _metrics, _introspection Excluded agents -
Eaiztiewporcancicersioprent Deployment Server  Local search tier Excluded receivers sim-*, bb-*
sites

source Connected window 15 minutes
Splunk UF Fleet .

Deployment Server APl prd5_ds, prd5_ds2 Do ool 7130 days

candidate

Scheduled collection  Enabled

= TrackMe indexes
Summary index

Audit index

Metric index

Notable index

Done

trackme_summary
trackme_audit
trackme_metrics

trackme_notable

Splunk owner
Admin roles
Power roles

Readonly roles

2 Ownership & access

svctrackme
trackme_admin
trackme_power

trackme_user

The first live run checks the source, then builds the directory.
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PART 2 - CONFIGURE

From a list of agents to a fleet you can read

Enrichment from your CMDB, groups proposed from the Deployment Servers and the enrichment, the expected
agents, and the notifications.

TrackMe for Splunk - Hands-on: Splunk UF Fleet



PART 2 -

Enric

Splunk deployment

ENRICHMENT

hment — your CMDB on every agent

[ Local search tier

The local search tier, or a remote deployment through one of the TrackMe remote accounts.

Lookup table

[ cmdb_forwarders

A CSV or KV store lookup shared with the TrackMe app.

Host name or GUID field

[ host

=]

The field holding the agents' host names or GUIDs (or patterns with °): the key each agent is matched on, case-

insensitively.

cost_centre
cc-100
cc-100
cc-100
cc-100
cc-100

cc-100

Match mode

env
prod
prod
prod
prod
prod

prod

First 10 rows of cmdb_forwarders
host (key)
lon-nginx-O1.trackme-limited.internal
lon-nginx-02.trackme-limited.internal
lon-tomcat-01.trackme-limited.internal
lon-tomcat-02.trackme-limited.internal
lon-pgsql-01.trackme-limited.internal

lon-pgsql-02.trackme-limited.internal

[ [ ———

Exact for names (the default); Wildcard only when the values contain *.

+ Add lookup table

A lookup from your inventory

owner
web team
web team
app team
app team
data team

data team

cmdb_forwarders, keyed on the host name, exact or wildcard.

Fields to carry

owner, envy, site, role, cost_centre: the first three are Agents columns.

TrackMe for Splunk - Hands-on: Splunk UF Fleet

app

app

database

database

Enrichment

Lookup tables from your own inventory (a CMDB export, an asset list) keyed on the agents' host names or GUID: the fields you choose are carried onto each agent, shown on its Identity, as columns of the Agents table and on ts findings. A group can hold the agents
of one value (Settings + Groups). Read once per inventory (about hourly) with the tenant owner's rights; an agent takes each field from the first lookup holding it, and a lookup that cannot be read keeps every agent's previous values. At most 5 lookups of up to

500,000 rows, 10 fields each,

cmdb_forwarders

20 rows, 20 agent keys.

2 Editfields
& Add a lookup table

Enrichment applies from the next inventory (about once an hour) and never starts a new source.

On the findings

Notifications, assighnment and the Al Agent read them.

Read hourly

As the tenant owner: Read, 20 rows and 20 agent keys; an unreadable lookup keeps the

previous values.

docs.trackme-solutions.com



PART 2 - GROUPS

Groups — proposed from your Deployment Servers and your CM

Q Propose from enrichment | Lists the most common values of owner, env,ste, role, cost_centre over the agents (th lastinventory): choose the ones that deserve a group.

Groups owner: 5 distinct values
Value Agents | 4 Add all (5)

A group s a set of agents read as one cohort: the Fleet tab counts each group, the fleet policies (mass disconnect, coverage, version drift judge each group as they judge the fleet, a policy can be scoped to groups, and Topology Studio draws them. An agent may be
data t 6

in several groups (counted in each, once in the fleet); the agents in no configured group form the default group, counted apart. At most 200 groups, 20 of them by lookup table. S A0l

No group: the fleet is judged as a whole: web team 6 [+ ada

+ Add a group app team 3 [ +ad

platform team 3 [+ aw)]

{ Q Propose groups | Runs the source's discovery as a search with your rights: one group per Deployment Server, per server class deployed and per output group sent to.
—_— devops team 2 (4 am)

Proposed groups: 40

env: 3 distinct values

Group Grouped by Seen Value Agents

Deployment Server prd5-cl-ds-ds1 Deployment Server 51 clients

prod [+ add]
Deployment Server prd5-cl-ds-ds2. Deployment Server 51 clients ey 2 | + Add
staging 2 { + Add J
Server class trackme_all_deploymentclient Server class 119 clients
site: 4 distinct values
Server class trackme_all_forwarder_outputs Server class 10 clients Value Agents [ addall(4)
Server class s2s-uf-unix Server class 57clients [ 4 Add fort 8 [ +Add
par 6 | + Add
Co oo e (==
p——
nyc 4 | +Add|
{ Q Propose from enrichment | Lists the most common values of owner, en, site, role, cost_centre over the agents (the last inventory): choose the ones that deserve a group.
B dev 2 (FS%aa
Groups apply from the next collection and never start a new source. A new group by server class or by output group is read by the next inventory (about once an hour); until then it shows no count.

role: 5 distinct values

web 6 [+ add]

5 (e

Propose groups Propose from enrichment

One per Deployment Server, server class deployed, output group sent to. The most common values of each field: env prod, staging, dev.

Sites and roles Judged as cohorts

The server classes site_* and role_* added, then renamed. Mass disconnect, coverage and version drift judge every group.
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PART 2 - EXPECTED AGENTS

The agents that must always stay connected

‘ Typed names and patterns
The database servers and the DNS: *-pgsql-*,

—— Expected agent missing

( X
‘ (] ‘ Agents - An agent of the expected selection (typed names, ® Enabled ® Unsaved changes

lookup tables) is not connected, including one never seen. *

*

-mysgl-*, *-mongo-*, par-dns-01.

Host names
*-mysql-* trackme-limited.internal
*-mongo-*trackme-limited.internal Loo ku p ta b Ies
*-pgsql-*trackme-limited.internal
par-dns-01.trackme-limited.internal

Up to 20, read again every 15 minutes as the tenant owner.

4 host names. One per line (spaces and commas also separate).

Lookup tables

No lookup table.

53 Add a lookup table

Each row of the field is a host name or a GUID (or a pattern with *). An unreadable lookup is reported in Collection
health; the other sources still apply.

& Test selection

Runs as a search with your rights: reads the lookups now and matches the agent directory. Saves nothing.

Test selection

4 names select 5 of 20 agents, all connected; saves nothing.

Never seen is missing

4 (1 exact, 3 with *) select 5 of 20 ts: 5 cted. . . . .
l Qe e An exact name no agent carries is reported missing at once.

Each source and what it gave.

Source Status Names Matching Ignored
Typed host names — 4 4 = Add to expeCted
Selected agents: the first 5 of 5, not connected first From the Agents tab; the SeleCted agents Carry a pl n.
Agent State Selected by
lon-pgsql-01.trackme-limited.internal ® Connected *-pgsql-*trackme-limited.internal

lon-pgsql-02.trackme-limited.internal *-pgsql-*trackme-limited.internal

nyc-mongo-01.trackme-limited.internal *mongo-*trackme-limited.internal

par-dns-O1.trackme-limited.internal ® Connected par-dns-O1.trackme-limited.internal

par-mysql-O1.trackme-limited.internal ® Connected *mysql-* trackme-limited.internal

[2 Save policy
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PART 2 -

NOTIFICATIONS

Notifications — one threaded email per Finding group

Notifications

Email the transitions of this tenant's findings. Every transition is also written as an event to the index t rackme_notab e (sourcetype trackme: cribl: finding), whatever these settings.

Enable notifications

Email the transitions of findings

One email per live run listing the transiti

ns of the run (digest), or one email per transition threaded per finding.

Delivery runs after the live metrics run, every 5 minutes, so a triage decision s notified within 5 minutes; collection

never waits for it.

Events

Finding opened

Apolicy confirmed a new failure.

Finding reopened

It failed again after a recovery, or someone reopened it

Finding added to the group
Another finding of the same object joined ts open Finding group.

Severity raised
The severity rose (policy or manual).

@ Severty changed
The severity was lowered or given back to the policy.

Measurement recovered

The measurement recovered; an open finding is resolved.
Resolved

Someone resolved it

Dismissed

Someone dismissed it

Marked not an anomaly

Atraffic outlier marked not an anomaly.

5]

Dismissal ended
Adi

ssal for a time ended: the finding Is open again

Marked investigating
Someone is investigating

@

Closed automatically

a8

model paused.).
Episode ended
Afinding already closed lost ts episode.

Assigned
Someone was assigned.

Unassigned
The assignee was removed.
Snoozed

Snoozed for a while
Snooze cleared

The snooze was cleared.

Findings of the group changed

B 8 8 B B @

hand.

Transitions that are notified.

transition sent in 1 email 3 h ago.

Last test email: sent to 1 recipient 3s ago by admin@trackme-solutions.com.

Last changed by admin@trackme-solutions.com 8s ago

2 Send test email

Nothing will measure it again (source changed, object not monitored,

Findings were grouped, removed from a Finding group or ungrouped by

Minimum severity

Medium and above i

Fin

gs below this severity are not noti

Policies

Every policy
Leave empty to notify for every policy.
Delivery account

ovh -

An email delivery account from Configuration; the default sends through
the local MTA of the search head.

Recipients

quatest@trackme-limited.com X

Up to 50 addresses, filtered by the allowed email domains of the
delivery account.
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Mode
(© Digest — one email per live run
Per finding group — one threaded email per transition of a
Finding group
A digest lists every transition of a run; per finding threads the emails of
one finding together. When the updates to send at once span more than

10 email threads (Finding groups, or findings without one), they are sent
as one digest, never one email each.

Include charts

Embed charts in the emails

Each email shows the finding chart and the key measurements of each
object over the last 24 hours (up to 10 objects per digest).

Splunk Web root URL for links

https/splunk.example.com

Links will use http:
from the search head).

The Splunk Web address the links to TrackMe start from, in the.
notification emails and in the finding link of the findings actions. Set it
when users reach Splunk Web through another address (a reverse
proxy, a load balancer, a root endpoint such as /splunk). Leave empty for
the system default or, without one, the address detected from the
search head.

/prd4-standalone-fips:8000 (detected

Events

Opened, reopened, added to the group, severity raised,
recovered...

Minimum severity, policies

Medium and above, every policy.

Delivery account, recipients

An email delivery account and up to 50 addresses.

Mode and charts
Per Finding group, threaded; the finding's chart embedded.
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PART 3 - THE FLEET

Every agent, every Deployment Server

The fleet at a glance, the agents and one agent up close, the Deployment Servers and the policies.
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PART 3 - FLEET

The fleet — now, the last 24 hours, every group

(mmoan) ( ) (St Sainee) (3 e Sinse) LR » oo |
Connected ;;,4'KBIS ;QZImIn ;
= ==
T——
1
1
o —
1
‘ Breakdowns ‘ Fleet map
The agents by state; the last five minutes; versions, failing Versions, platforms, types, agents per Deployment Server. A generated topology of the fleet, its groups and
deployments, unmanaged agents. Deployment Servers.
‘ Last 24 hours ‘ Groups
Connected and disconnected agents over time. Each group's counts, its trend and its open cohort findings.
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PART 3 - AGENTS

The agents — with their groups and your CMDB fields

( Soucaioaa) (3 0ot 70 spent commected) (@ 2 Deploymentsarves) (& iventory Tomimage ) (@ e Tmineg)

£ Collect now

Findings ~ Fleet Agents DeploymentServers Policies  Source  Collection health Al Agent

Settings

State @ Type @ Phonehome @ Group ® Expected ©® Forgotten ® Search agents @
s ] (o ) ) [ ] ) @) srwtasnn
AGENTS - 20 % Expected agents  Q Refresh

Headers filter or sort the loaded rows. The filters above search every agent.

[ Agent - State ~ Heartb.. & Type ~ Versi...

[@ dev-gitiab-Ot.trackme- 2 min ago Universal 10611
limited.internal forwarder

[0 devjenkins-O1.rackme- 2minago  Universal 10611
limited.internal forwarder

[ Ion-bastion-Ot.trackme- 2minago  Universal 9.414
limited.internal forwarder

[ ion-kafka-Ot.trackme- 2minago  Universal 10605

nternal forwarder

@ x-01.trackme- 2minago  Universal 10611
nternal forwarder

[ ton-nginx-02.trackme- 2minago  Universal 10611
limited.internal forwarder

[@ 1on-pgsql-01.trackme- 5 2 min ago Universal 10.2.8
limited.internal forwarder

[ lon-pgsql-02.trackme- e 2minago  Universal 10.2.8
limited.internal forwarder

® 2 min ago Universal 10.4.4
forwarder

[ lon-tomcat-02.trackme- 2minago  Universal 10.4.4
limited.internal forwarder

@ nyc-app-Ot.trackme- 2minago  Universal 10611
limited.internal forwarder

O  nyc-mongo-Otrackme- ﬂ 2minago  Universal 1001
limited.internal forwarder

Filters

Platfo...

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Deployments... ¥

prd5-cl-ds-ds2

prds-cl-ds-ds1

prds-clds-ds2

prds-ci-ds-dst

prd5-cl-ds-ds1

prd5-cl-ds-ds2

prds-cl-ds-ds2

prds-ci-ds-dst

prds-cl-ds-dst

prd5-cl-ds-ds2

prd5-cl-ds-ds2

prd5-cl-ds-ds1

Groups ~

env: dev, Role: infrastructure and tooling, Site:
development

env: dev, Role: infrastructure and tooling, Site:
development

env: prod, Role: infrastructure and tooling, Site:
London

env: prod, Role: messaging, Site: London

env: prod, Role: web and proxy, Site: London

env: prod, Role: web and proxy, Site: London

env: prod, Role: databases and caches, Site:
London

env: prod, Role: databases and caches, Site:
London

env: prod, Role: application servers, Site:
London

env: prod, Role: application servers, Site:
London

env: staging, Role: application servers, Site:
New York

env: prod, Role: databases and caches, Site:
New York

State, type, phonehome, group, expected, host name.

Groups and enrichment

Site and role from the server classes; owner, eny, site from

the CMDB.

TrackMe for Splunk - Hands-on: Splunk UF Fleet

owner v env v site v Signals ~ Statesi..
team

team

team

datateam  prod  lon 3dago
webteam  prod  lon 3dago
webteam  prod lon 3dago
datateam  prod  lon 3dago
detateam  pod lon 3dag0
app team prod  lon 3dago
appteam  sagn nyc 3dago

g
datateam  prod  nyc 3dago

Expected pin

The PostgreSQL servers are expected agents.

Signals

Destinations failing: a heavy forwarder of the receiving tier
is stopped.

Forget an agent not connected; Add to expected; Show
forgotten; rows per page.
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PART 3 - AGENTS

One agent up close — state, traffic, identity

lon-pgsql-01.trackme-limited.internal
Universal forwarder - Splunk 10.2.8 - Ubuntu (kernel 5.15)

Overview  Traffic Connection Health Deployment

Identity Evidence

(Comees) (Foe) X

N
State Sent now

Connected 235 B/s
since 3 d ago 18.8 MB over 24 hours

Receivers reached

4

in its connection lines

Health indicators

Green

no yellow or red in its health report

/A Needs attention

@ Destinations failing ) Its output could not connect to one or more of its receivers.

SIGNALS

® Destinations failing

‘ Overview

Connected, sent now and over 24 hours, receivers reached, health.

‘ Needs attention

Its signals and open findings: here Destinations failing.
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Close © Forget ‘ ‘ 52 Add to expected

lon-pgsql-01.trackme-limited.internal
Universal forwarder - Splunk 10.2.8 - Ubuntu (kernel 5.15)

Overview  Traffic Connection Health Deployment  Identity Evidence

GUID Host names seen Addresses seen
6c97baca-29b5-4d29-aedd-5c5641af7897 lon-pgsql-01.trackme-limited.internal 19216811
Type Version Platform
Universal forwarder 10.2.8 Linux
Build Architecture First seen
981c2d735e4d x86_64 3dago
ENRICHMENT

owner env site

data team prod lon
cost_centre

cc-100

‘ Identity

GUID, host names and addresses seen, version, build, platform.

‘ Enrichment

owner data team, env prod, site lon, role database, cost centre.

(o) (Goe) X

Identity
Complete
Package

universal_forwarder

role

database

Close ‘ © Forget < Add to expected
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PART 3 - DEPLOYMENT SERVERS

Deployment Servers — their pace against their usual

(o | prd5-cl-ds-ds1

24 clients phoning home in the last two hours

Overview  Activity Deployments Clients Resources  Evidence

® Receiving X

Load H Per client
as usual as usual
371 phonehomes in 15 minutes, usually 330 15.5 per client from 24 clients, usually 15
J
Load and rhythm as usual.
- = N

Clients Failing deployments Restarts asked Requests refused Phonehome answer

24 0 0 0% 1l 3ms

phoned home in the last two hours agents, last 15 minutes 0 of 434 phonehome and connect,

last 15 minutes minutes

P95 of 432 phonehomes, last 15

@ Nothing wrong with this Deployment Server
What the latest live run read (47s ago): its last 15 minutes and the deployments of the last day.
« Phonehomes reached it
+ Load as usual (flagged below 50%)
+ No failing deployment in the last day
« No client late or failing

+ CPU and memory in range

Load

Phonehomes against the usual for the hour: as usual.

Per client

The clients' rhythm against their usual.
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Close

= | prd5-cl-ds-ds1

) 24 cllents phoning home n thelast two hours
Overview  Activity Deployments  Clients
e

as usual

371 phonehomes in 15 minutes, usually 330

Load and rhythm as usual.

Phonehomes over time

Resources  Evidence

X

Per client

as usual

15.4 per client from 24 clients, usually 15

Time range ®

Last 24 hours ~

PHONEHOMES PER 15 MINUTES, AGAINST THE
USUAL AT THAT HOUR

900 AM 500PM 100 AM
SunNov1 Mon Nov 2
— Phonehomes (15 minutes)  — Usual atthis hour

CLIENTS PHONING HOME

900 AM 500PM
SunNov1
2026

100 AM
Mon Nov2.

reads above its usual load untll the median catches up.

Phonehomes per client over time

PHONEHOMES PER CLIENT PER 15 MINUTES,
AGAINST THE USUAL PER CLIENT

.

MMAMA M Mahn MM A ) A

Each live run writes the phonehomes of the last 15 minutes and the sual count for that hour: the median of the same hour over the last 7 days, scaled to 15 minutes. A fleet that grew during the week

Time range ®

Close |

Deployments and restarts

Failing deployments, restarts asked.

Access log

Requests refused and the 95th percentile of the phonehome answer.
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PART 3 - POLICIES

Twenty-eight policies — and how each is evaluated

"' G D (s 20020 ) (o2

Findings ~ Fleet Agents DeploymentServers Policies Source Collection heaith Al Agent Settings

D) (S ivenory - srinwgo) (@ Live- 585090

L 2 Collect now

cusTom PoLIciEs ] + Create poicy

Your own policies: an SPL search on the tenant's Splunk data whose rows each name a forwarding agent, a Deployment Server, an agent group or the fleet; each object named opens a finding, lie a built-in policy. Drafts, published revisions and activation are managed independently; each enabled policy runs on its
own schedule. Inspect its runs in Collection health.

No custom policies have been created,

POLICIES - 26 OF 28 ENABLED

A policy opens a finding when its condition holds and closes it once it recovers. Agent policies judge each agent; fleet policies judge the fleet or a group as a whole; Deployment Server policies judge each Deployment Server; destination policies judge a receiver many agents fail to reach

View: List
Agents 16 ) ( Fleet 4 ) ( DeploymentServers 7 ) ( Destinations 1

Policy ~ Category ~ Status ~ Severity ~ Conditions Scope ~ Actions
Epeqt At sonecten P @ Enobies held on bank holidays Every agent [ 2 Edit ]
No recelver saw a connection from the agent in the
connected window. Held while ts group has a mass
disconnect finding
Expected agent missing Agents. Eni D Grace: 0s Every agent
@D Enabled ® High ) y ag
An agent of the expected selection (typed names, =
lookup tables) s not connected, including one never
seen.
Agent output blocked Agents @D cnabiea a Shared from: 3 senders - Shared from: 30% of ts senders - Openat:  Every agent [ 2 Edit
The agent paused its output (TcpOUtpuProc), or ts == 60s blocked
health report says its output rate s red, in three runs in a
row; held while many agents are blocked together,
Agent destinations failing Agents. @D Enabled Open after: 15 min without a break Every agent
The agent fais to reach one of it recelvers without a
break for 15 minutes while the other agents reach it (a
receiver many agents fal on is that recelvers finding).
Jr— pent @ Enobiea Report limits up to: 256 KEB/s - Open at: 1 messages inthe window  Every agent (o eat)

The agent's throughput reached its maxKBps limit
(ThruputProcessor).

Agents

Disconnected, expected missing, output, destinations, throttle, restarts, identity, versions,
deployment.

Fleet

Mass disconnect, coverage, version drift, cloned images.
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Mass disconnect

Fieet - A share of a group's agents (or of the fleet) disconnected together.

TN 0
\eiHRhy)
General  How it is evaluated

THE RULE

Watches the fleet as a whole: many agents disconnecting together is one event (a network cut, a receiver tier
down, a bad deployment), reported once rather than as hundreds of agent findings.

- Th share of the active agents (dormant agents and removal candidates excluded).

+ Failing at 20% or more of the active agents and at least 2 agents (Open at, And at least); critical at 50% or more, or
when no agent is connected. Fewer than 2 disconnected agents is never a mass disconnect, even in a small group
with none connected: each agent's own finding says it

« Healthy below 10% (Recover below); in between, an open finding stays as itis.

« While itis open, the agents' disconnection findings are held.

« Afinding opens after 1 consecutive live window (every five minutes) judged failing, and recovers after 2 consecutive
live windows (every five minutes) judged healthy.

THE DATA IT JUDGES

‘The collection reads this data every five minutes and the rule judges each window. Run a search to see the same data for
yourself

Fleet counts

The connected, disconnected, dormant agents of the live run, with up to 20 examples.

Agents connected over time runs on this search head - last 7 days

The distinct senders the receivers saw per 15 minutes over 7 days (every sender: intermediates and heavy forwarders
included),

| tstats dc(PREFIX(guid=)) as senders_connected where index=_internal source=xmetrics.logx
TERM(group=tcpin_connections) by _time spai

Copy  Q Open in Search

Agents seen by the receivers runs on this search head - last 24 hours
Each agent's last connection line on the receivers over the last day, the receivers it connected to and how long ago.

| tstats count as lines sum(PREFIX(kb=)) as kb max(_time) as last_seen values(host) as
receivers where index=_internal source=kmetrics.logx TERM(group=tcpin_connections) by
PREFIX(hostname=) PREFIX(guid=) PREFIX(version=) PREFIX(fwdtype=)

| rename "hostname=" as guid "version=" as version
I coarch (anent="x trackma-limited internal")

as fud_type

Deployment Servers

Silent, phonehome drop, failures, restart storm, errors, requests, response.

How it is evaluated

The rule, the data with ready-to-run searches, how to resolve.
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PART 4 - FINDINGS

A site goes dark

Agents of one site stopped on purpose: a mass disconnect per cohort, an expected agent missing, and the Splunk UF
Fleet Al Agent.
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PART 4 - FINDINGS

A mass disconnect per cohort — not four agent findings

aren

‘ Site: Paris ‘ One Finding group per cohort

Four of six agents disconnected: critical at 50 % and more. Each Mass disconnect joins its cohort's group, beside its Version drift.

‘ Role and fleet ‘ Expected agent missing

Web and proxy (critical) and the fleet (20 %, high): each cohort it hits. par-mysql-01: an expected agent is never held; the agents' own findings are.
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PART 4 - FINDINGS

A finding up close — what happened, triage, history

Site: Paris

Finding group - 3 findings - Agent group

WHAT HAPPENED - MASS DISCONNECT - CONNECTIVITY

Site: Paris - Agent group

Mass disconnect

(o Critical) ("® 3of3failing ) (o 0pen> (o Unassigned) X

[ ® Remove from the Finding group ]

Measured

66.7%

Mass disconnect

Last seen

6 min ago

Last measurement

Opened

16 min ago

Opened 2 times

Opens after

1 failing interval
Share

66.7%

Dormant

0

EXAMPLES

Since

02/11/2026, 08:38:05
02/11/2026, 08:38:05
02/11/2026, 08:38:05

02/11/2026, 08:38:05

HOW IT IS EVALUATED

Recovers after

2 good intervals
Active agents Connected

6 2

Host name
par-mysql-O1.trackme-limited.internal
par-haproxy-01.trackme-limited.internal
par-apache-02.trackme-limited.internal

par-apache-O1.trackme-limited.internal

Interval

02/11/2026, 08:45:00 — 08:50:00
Disconnected

4

® How it is evaluated

The rule of Mass disconnect with the settings this finding was judged with, the data it judges with searches, and how to investigate and resolve.

TRIAGE OF THE FINDING GROUP

Applies to the Finding group: 3 findings on Site: Paris.

© Status

Open = © Update Unassigned | & Assign to...

& Assignee R Severity

@®© Snooze

[ Members (Critical) v ] ‘ R Set ‘ [ 1 hour v ] [ @® Snooze ]

[ Close ] { <* Ask the Al Agent ] [ @ Mark investigating }
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What happened

The measurement (66.7 % of the site), when it opened, its live
window.

Triage

Status, assignee, severity, snooze and notes, kept when it reopens.

Open resource

From the row menu: the Fleet tab, an agent or its Deployment Server.

How it is evaluated

Every policy's rule, data and searches, in the Policies tab.
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PART 4 - FINDINGS

A destination many agents fail to reach — one finding, never one per agent

1921681.60:9998 ol e & ‘ Measured

Destination unreachable - Destination re . .
The agents failing to reach it for 15 minutes or more: 16.

WHAT HAPPENED

Destination unreachable } ‘ Every agent failing

M d H Last H o] d . . . .
: S : enee How long without a break, and its failure lines.

16 senders 6 min ago 16 min ago

Destination unreachable Last measurement Opened 2 times
Opens after Recovers after Interval
1 failing interval 2 good intervals 02/11/2026, 08:30:00 — 08:35:00 ‘ By group
Destinati Send: faili Failing 15 mi e L t without a break .pe
L Sl pp e el The groups the failing agents belong to: London, New York, the roles.
By group

env: prod 13, Site: London 8, Role:
databases and caches 4, Role:
infrastructure and tooling 4, Site: New York

4, Role: application servers 3, Role: web = =

and proxy 3, env: dev 2, Role: messaging 2, ‘ The cause Is the recelver
Site: development 2

A heavy forwarder of the receiving tier, stopped: see the Splunk S2S tenant.

SENDERS FAILING (THE 16 LONGEST)

Sender Failing for Failure lines
nyc-app-01.trackme-limited.internal 31 min 19
lon-pgsql-01.trackme-limited.internal 30 min 21
nyc-smtp-01.trackme-limited.internal 30 min 20
lon-tomcat-O1.trackme-limited.internal 29 min 20
lon-tomcat-02.trackme-limited.internal 29 min 20
dev-gitlab-01.trackme-limited.internal 28 min 21
lon-kafka-O1.trackme-limited.internal 28 min pal
lon-bastion-01.trackme-limited.internal 28 min 19

[ Close ] [ <* Ask the Al Agent } [ © Mark investigating }
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PART 4 - Al AGENT

The Splunk UF Fleet Al Agent — a review on demand or on a schedule

5 ‘ ; ‘ Ask the Al Agent - X § ‘ What it reads

LA S A N The agent's directory row, its Deployment Server, the fleet, collection
health.

Finding group: Site: Paris

@ Critical
S— ‘ Its tools

The Site: Paris mass disconnect is a real, critical cohort problem: 4 of 6 active agents disconnected together, last seen 2026-11- Fleet overview, agents, Deployment Servers, |Og evidence, trends.

02T08:38:05Z, while the two Paris agents still connected and both Deployment Servers are healthy and phoning home. The evidence is
current. Dismissal is refused while the critical finding fails, so the recommendation is investigating. This is the second episode of the same
group (the first recovered on 2026-10-30).

FINDINGS ASSESSED (1) ‘ One note per review
(@uePasitive) Site: Paris (group sc-site_paris) Mass disconnect High confidence AN [A| Agent] note on the ﬁnding.

Decision: Mark investigating

Evidence: 66.7% of the group's 6 active agents disconnected (4 disconnected, 2 connected; threshold open 20%, critical 50%). The disconnected
agents are par-apache-01, par-apache-02, par-haproxy-01 and par-mysql-01, all last seen 2026-11-02T08:38:05Z and disconnected since 08:43:05Z.
Both Deployment Servers (prd5-cl-ds-ds1, prd5-cl-ds-ds2) are not silent and their phonehome rate is at baseline, and the directory and live run are ‘ |t recommends

current. The disconnected agents span both Deployment Servers and all four receivers (hec-pool-hf1 to hf4), so the cause is a shared network path or

site-level event, not one agent. Never Forgets an agent, never adds an expected one: an operator
A cohort of agents of one site went silent at the same moment, across two Deployment Servers and the same receivers, which points to a decides.

Paris network segment, a site-level event, or a shared path to the receivers. The two connected Paris agents (par-dns-01, par-redis-01)

each show destination_failures of 20 against the shared receiver address 192.168.1.60:9998, so the Paris-side path to the receivers is

suspect. No maintenance window or planned change is given in the instructions, so this is not expected behaviour. Dismissal is refused

(critical_failing), so the finding should be set to investigating for an operator. Also note that episode 1 of this group recovered on 2026-10-

30T20:10:00Z, so this recurrence should be looked at for a root cause. The group also carries a version drift finding (2 agents, low) and a

fleet coverage finding (high), which share the same cause.

» Reasoning trace

1[Al Agent] note written or updated in the finding notes.

© Run its recommendations...
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WHERE WE ARE

One tenant, every agent and Deployment Server

® Setup

a tenant on the local search tier, two
Deployment Server APl accounts, the
corporate scope

What made it work

Vs

a CMDB on every agent, groups by site, role
and environment, expected agents

@ Configured ® Followed

the fleet, an agent up close, the
Deployment Servers and their pace

® Judged

agent missing

a site gone dark as one finding, an expected

The data path itself

Connected means a receiver saw it: no heartbeat to
deploy, no agent polled.

Cohorts, not storms

A group or a fleet disconnecting together is one finding
holding its members.

Bounded at any size

Aggregations over indexed terms, never a search per

agent.

TrackMe for Splunk - Hands-on: Splunk UF Fleet
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